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Inline patching ASProtect 2.3 SKE

Build 04.26 and Build 06.19 tutorial
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ASProtect 2.3 SKE 04.26

The target for this analysis can be downloaded from http://www.tuts4you.com/ choose the

UnPackMe_ASProtect.2.3.04.26.g.exe file.
Start your OllyDbg, press ALT+0 and sure about this settings:

= Debugging options

Commands ] Dizazm ] CFU ] Hegistets] Stack, ] Linalyzis 1 ] .-’-'«nalysis2] AnalysisS]
Security ] Debug ] Events  Exceptions | Trace ] SF¥ ] Strings] f—'«ddres&es]

¥ lgnore merary access violations in KERMELSZ2

|grore [pass to program] following exceptions:
v INT3 breaks
[ Single-step break

3

[ Memary access violation

[ Integer divizion by 0

[ Irvalid or privileged instruction
[ All FPU exceptions

[ lgnore also following custom exceptions or ranges:

DEEDFADE A Addlastexception |
S0000004 (SINGLE STEF)

CO000005 [ACCESS VIOLATION) Addrange |
CO000002 INVALID HANDLE)

CODDOOID LLEGALINSTRUCTION)  ~  Delete selection |

Urda | Cancel |

also set this check into the Olly Advanced plugin.

Olly Advanced 1.26 Beta 10 Olly Advanced 1.26 Beta 10

Bugfixes | Additional Dptions

Additional Optiong 2

| Cancel

About

Bugfixesz

| Additional Optians

Additional Optiong 2

[ AntiDebug AntiDebug2 | AntiDebug | AntiDebug 2
Anti-Debug [MT-Bazed 0S5 only) Debug Bits
[ Kill Anti-&ttach [Hardeore method) [ 1sDebuggerPresent
[v UnhandledEzceptionFilker [ 5 [ MiGlobalFlag [not recommended)
v Process32Mest [ 5 [~ HeapFlags
[v Module3zMext [ S [ ForceFlags
[v CheckRemoteDebuggerPresent [ 5 Art-RDTSC [Driver-based]
[ ZwSetinformationT hread [~ 5 v Enable
[ ZwluemSysternlnformation & Methad 1 “ Method 2
[ ZwluenlnformationProcess - i
R e Protected Application Ervironment
[ TeminateProcess [ 5 [ SuspendThread
[ Scramble Export Table [ Blockinput
[ Findwindaw Other
[ Break on TLS Calback
v GetTickCount [ 5
" Mo Counter [0] o Counter+1

Cancel About

MaRkus TH-DJM ©Zook

MaRkus TH-DJUM ©Zook
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Run LordPE and take also a look at the packed executable sections:

[ PE Editor ] - c:\templunpackme_asprotect.?.3.04.26.g.exe

EntryPaint:
Imagel aze
Size0flmage:
BaselfCode
Base0fData:
Sectiondlignment;
Filedslignment:

b agic:

B azic PE Header |nformation

00001000
(00400000
" D00BFO00
o0001000
" D0048000
00001000
" O0000200
oo

Subzyzten:

MHumberdfSections:

TimeD ateStamp
Size0fHeaders:

Charactenstics:

Checkavm:

[ ooz
Sawve
[ oma
41FCI1CH e ‘
I HOo00400 _?J_T_] [ Drirectornies
O10F | .| —rr
00000000 | ? | e
Size0f0ptionalH eader; DUED.
NumOffvadndSizes | 0DDDDDTD | [ - | | L_Comeare

I

Ll

press the Sections button:

[ Section Table ]

M arne

JEIC

.data
.adata

W Ffzet

00007000
0oo4E000
00057000
=]
000&3000
O0OEE D00
0a0eCaa0
O0OBE QOO

WSize

00044000
nooacaan
00003000
00003000
00002000
00001000
00052000
00001000

ROffzet

000ao4aa
00023400
0002&300
noo27caa
00024200
00024E00
0o02B000
0oo070a00

RSize Flags

00023600 E0000040
00002E00 E0000040
000071400 EOQOO0040
0ooo2can E0000040
00000&00 E0000040
00000200 EOQ000040
00052000 EQO00O40
00aaaaaa E0000040

as in previous ASProtect version the last section namely .adata keep a RAW-SIZE equal to 0.

Well this is enough to start our analysis then run OllyDbg and load in it the packed executable,
we have the classical ASProtect entry point:

—— —_— —— m— IS PR — pre— — p—p— — —

BE48188E

63 B1CA460A | PUSH UnFPackMe.8846CHA1
EZ 8l18R8EEA EHLh UnFackMe. 8B40 1868

=] RET

[=] RETH
E4 OB 54
B4 OB &4
a7 0B 27

CHAR "T"

As usual we've to start with some code stepping by using F7, and after a little we should reach

the first decryption loop.

This loop have some obfuscated code, but by using NOP instructions it will look good for us.
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BE4EC11A
BE4EC11F
BE4eC12]
Ba4aC1=y
aa4aCiz0
aa4aC1ss
BE4eC1sy
Ba4eCizs
BE4EC12H
BE4EC14A
BE4EC145
BE4EC147
BE4eC148
Ba4aC149
BE46C14E
BE4EC14F
BE4EC15R
BE4eC15]1
BE4EC15:2
BE4EC1ES
BE4EC154
BE846C15H
Be4eC150
BE46C163
Ba4aC165
BE4EC1EH
BE4EC1 A
BE4ECT 7S
BE4EC1VE
Ba4acisl
BE4ECTSE
BEa4eC1sy
Ba4aC155
BEa46C15H
BE4EC1SF
BE4EC19:
BE4aC194
BE4EC19H
BE4EC1AA
BE4EC1AL
BE4EC1H7

BE46C1E1
Ba4aC1E:
BE4EC1ES
Ba4cCibg
BE4ECIEE
Ba4EC1Es
BE4EC1EA
BE4EC1IEC
Ba4cC1BD
BE46C1EE
Ba46C1EF
BE4EC1CH
BE4eC1cs
BEa4eCicy
BE4EC1CE
BE4EC1CE
BE4EC10E
ga4eCiny
ga4aC1ns
aa4aCine
aa46C10E
BEa4eC10F
BE4EC1ER
BE4EC1ES
BE4ECIES
BE4ECIEY
BE4EC1ES
BE46C1EE
BE46C1FS
BE46C1FS
Ba46C1FH
BE4EC1FC

B2 EFB188E6
2BlA

S1E6 SHBESZSD
31C2 2FBBCAGF
63 7137C420
EE BI8aaa88

E2 73

2BA% 2ECFECEE
~ E9 B08EEEEE

« E1 B&

10 22636819

=1

21F2 3c458740
BFEFFE

S1ER CEFz21362
EE 32ER457A

3918

21E2 CECHOB:E
~ BF20 BSARBEGRE

G5 21F7 4308

21Cca CYCASALE

E2 138888686

9F

EC

ES 4R

EE 03311697

2460 A2

33Fa8

E9EE SF1C2521

EES? 260EBASF
~ BF2S 1BAEEEGEE

EE FFEFDBz2Z2
~-EY Z28888E0

g

65 ESFF1E4Z

~| E9 GCOGBEES
ED

2 B3

S8BT FESFACTS

26

EE

~| E9 41FFFFFF

&Y

20 62F3pm2s

4F

+*B9 B1E0A1EA
ES BEB8EEE0

24

30 32838A39
OF

2C F&

MOU ECH, 1EV

MOU ED, OWORD PTR DOS:CERX]

AMD ESI, SE22BESH

ADD EDX, BFCEBEZF

FUSH 28C43771

CALL UnFPackle.B8846C140

LODS OWORD FTR DS:LCESI]

LOOPD SHORT UnPackMe.B@4:C1A0
®OR BYTE PTR DS:[ECR+SEECCFZED, CH
JHP UnPackMe.BB46C152

%EEPDE SHORT UnPackMe.@@845C140

SBE ERX, 19686332

ESI
HOR EDM, 40874530
MoUss EDIL,SI
SUE EDW, 212F2C5
MOW ESI, PR4SERSS
MOU OWORD PTR D5:[EARX], EDX
SUE ERX, cESBCACE
JGE UnPackMe.B846C17E
“0R DI.BC243
ADD ERX, sBIECACT
CALL UnPackHMe.B@48C199
LAHF
IN AL,DA
MOW CH, 4R
MOU EEX, 97163103
TEST EYTE PTR SS5:[EEBP-SEI1,.CH
HOR ESI,ERN
IMUL EBP,ESI,21251CEF
FILD WORD PTR DS:[EDI+SFBEADEZE]
DEC ECH
JHE UnPackMe.BB46C102
MOW EST, 220B5SF7F
JHP UnFPackiMe.8846C1E9
#CHG ER=,EBF
STOS BYTE PTR ES:LEDI]
WAIT

CHP BYTE PTR DS:[ECH],OL
JBE SHORT UnPackMe.BB46C22F
IM AL, 4D

ADD OL.EYTE PTR DS:[EEX]
PUSH ER:

DEC ECH

DEC ESI

OUTS DO, OWORD PTR ES:CEDI]
JL SHORT UnFackMe.BBdaC1cy
FUSH 421EFT&E

JHMP UnPackMe. B846C108

AOC AL.BED

OL,2
CHF BYTE PTR DS: [ECH+FSRACEFFE], BA

FOF EEX
JHMP UEE?GkHE.BB46E11F

ESF
SUB ERK, 29BEF 262
SCAS BYTE PTR ES:[EDI]
DEC _EDI
FSUBR STIE),5T
MO ECH, SBA15081
CALL UnFPackHMe.B8848C1FE
OuT 24,ERA
CHF ERX, 29883232
JLE SHORT UnFackMe.B@@daC10E
SUE AL.BFE

LOOF#1 START

Unknown command
Privileged command

I-0 command

LOOFP#1l EXIT POIMT

I-0 command

I-0 command

Cont inue LOOFP#1

I-0 command

LOOP#1 EXIT POINT (Redirection #1 - hardcoded): 0x0046C1AC
ORIGINAL CODE: JMP 46C19E (E9 38 00 00 00)
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The first decryption loop was gone then step again to reach the other one, also we've
obfuscated code and some NOP may be help into our analysis:

BE4eC224 EF DESRB1SZ
BE46C229 FF32
Ba4aC22E 31C3 51132116
BE4eC221 CE
BE4EC232|~ EF AIE0EEEEE
BE4EC227 2042 &2
BE4EC22A L]
BE4EC22E L]
BE4EC22C L]
Ba4eC230 26
BE46C23E L]
Ba4aC23F £l
BE4EC24A 21EE 937ERSEF
BE4EC2dE &2 AZ1VEL4E
BE4eC24E 62 A7419146
BE4EC2E5R =1
BE4EC251 =]
BE4EC2E:2 EF
BE4EC253 9
BE4EC254 S1Fe DEE91FzD
BE46C25H SACY BB
aa4aC250 31C6 COBD1462
BE4EC2ES 1]
BE4EC254 |~ EF AFEEEEEE
BE4EC2ED 23Fa
BE4EC2EE L]
BE4EC2EC L]
BE4EC2E0 L]
BE4EC26E 26
BE4EC26F 26
BE4EC2 A gFaz
BE4ECET2 E6:121E1 CES3
BE4EC277 21EA B42EC9T71
BE4EC270) -~ BFE0 BIRRREGEE
BE4EC2aS &&: 2B0O9
BE4EC22E 21C2 BASECOT1
BE4EC2aC &2 AA1D4352
BE4eC29]1 cE:B? 4D15
BE4EC295 SF
BE4EC26 43
BE4EC297 | » BFES 24880000
BE4eC=90 EZ 11888EEA
BE4EC2H B5 SASBE2Z1
BE4EC2HT 26:67:14 BO
BE4EC2AR B2 A2
BE4EC2AD 268B9 FESFACTYE
BE4EC2ES BY CB
HE4EC2BE SF

~-EZ 1RABEEEEEA
BE4aC2EC ]
BE4eC2E0 L]
BE4EC2BE L]
BE4EC2EF L]
BE4EC2CH L]
Ba4aC2C] 1= = =1
BEa4&C2C5 |~ E9 SFFFFFFF
BE4eC2CH|~| 74 20
Ba4aC2C0 12E3
Ba46C2CE|~| E@ 29
aa4aC20e SE
Bad4eC201 3F
Ba4aC20: BC E&
BE4aC204 &A GB
Ba4eC20E| %628 1&VCBDVF
BE4EC20E &2 G0EBEETD
BE4EC2ER BFETDR

Moy EDI, S2E1SADE

FUSH OWORD PTR D5z [CEDK]
AOD EEX, 16211351

FOF ESI

JHMP UnPackMe. 88460240
LERA ERX,DWORD PTR DS:CEDX+53]
HOP

HOP

HOP

MOF

HOF

HOF

SE ESI, BFESYE92

FUSH 4EE11vVAS

PUSH 459141A7

E

ESI, 2D1Fa308

EH, BEE

ESI, 6214B0C3

ESI

UnPackMe. BR46C27E
ESILERA

OWORD _FTR D5: [EDA]
AMD Ck,82Ce

EDX, F1C92ER4
UnPackMe. BR46C226

Bis, Ci
ADD EDK, 71C93ERE
PUSH S24210RA
MOL K, 1540
FOF EDI
DEC ERX
JHE UnFackMe. 88460201
CALL UnFackie.B8846C2E3
ADD ERX, 21:82BEA
AOC AL.BED

EH, BCE
FOF EDI
UnPackMe. 80460206

DI.e586

UnPackMe. BR46C229

JE SHORT UnFackMe.B845C262
ROC AH,.EBEL

LOOFOHE SHORT UnPackMe. BB46C269
FOF ESI

ARS

OR AL,EE

PUSH EB

PUSH FFE07CL&

PUSH FISEEEGD

MOUER EBR, DX

LOOP#2 EXIT POINT (Redirection #2): 0x0046C2B7
ORIGINAL CODE: JMP 46C19E (E9 1A 00 00 00)

OL,2
EYTE FPTR DS: [ECH+FSACEFFE], BF

LOOFP#Z START

Superf luous prefisn

LOOFP#2 EXIT

LOOF#2 EMD




ThunderPwr of ARTeam

Inline patching ASProtect 2.3 SKE

Same as above after some step we reach another loop, again we can use NOP to bring the
code in a more readable form:

BE4ECI2T 4F
BE4ECI28 OCES
BE46C32H 20
BE46C32E L]
Ba4aC320 SE1a

BE4EC22E EY @A
BE4EC22A 21F2 F217HATE
BE4ECI2E c6:BF GERZ
BE4EC22H 21F2 ZE42B0EVE
BE4EC24A 21C2 9FBERELF
BE4ECI4E G6:2BF1
BE46C249 g2

BE46C34H 66:31C6 BEER
BEa46C34F SFaa

Ba46C351 EE 1REBFFvE1l
BE4EC3EE 23EZ 81
BE46C359 42

BE4EC2E5H 42

BE4EC3ER 42

BE4ECIEC |« ED DSEEEaE8
BE4EC351 |~ 79 BE
BE46C383 iF

BE46C3654 &C

BE46C365 L

BE4ECIEE 21E9 B188EREEG
BE4ECIEC [~ BFEE 13@EE868
AE4ECE 2 2106 2241ER1G

-E9 1&E8EEER
BE4ECEF0 =
BE4ECIFF &E
BEa4eC22a 20
Ba46C351 L]
aa4aC3Es L]
BE4EC2ES L]
BE4aC224 L]
BEa46C225)~| E9 AZFFFFFF

A

BE4EC22H =]

BE4EC22R 02A2 ABS91EFF
Ba46Cc391 cC

BE4eC292 15 2BCZESLA
BE46C397 BEEa

aa4aC399 BECS

Ba46C33E &1

BE4ECEC 2647 74

LOOP#3 EXIT POINT (Redirection #3): 0x0046C378

DEC EDI

FSUBR STIE1, 5T

M

Mou EDH.DNDRD FTR D5:LEAX]

H, BR
#0R EDK, FERBLYFS
MOW DI, @E235E
#“0R EDK, YEBE433E
ADD EDH, sF23BE9F

ADD S1,B8EB8E
FOF DOWORD PTR D5:L[EAX]
Mau EEE.?I??BFIH

JHMFP UnPackMe . BE46C366
JHS SHORT UnPackHMe.BB46C321

1]
INS BYTE PTR ES:[EDII, DX

SUE ECH,1

JHE UnPackMe. 88460205

ADC ESI, 16ER4122

JHP_ UnPackHe. BE46C295

J0 SHORT UnPackMe.BBdoCa62
ouTs D, BYTE PTR ES:[EDI]

JHMP UnPackMe. 88460220
FOP EEP
SHL BYTE PTR DS:[EBR+FF1ES2AE], CL

INTZ2

ADOC ERX, 1BESCZEE

ROD BYTE PTR DS: [ER=I1.AL
AOD AL.CL

FOFAD
®CHGE BYTE PTR DS:[EDI+7Y41,.AL

ORIGINAL CODE: JMP 46C393 (E9 16 00 00 00)

LOOF#3 STHRT

Modification of segment register
I-0 command

LOOP#3 EXIT

I-0 command

LOOP#2 EMD
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Now we’'ve another loop, code isn't obfuscated:

BE4EC2CE
BE4eC2CY
BE4EC2CH
BE4ECICF
BE4EC20E
BE4EC205
BE4eC206
aa4aC307
aa46C309
aa4aC30F
BE4EC2ER
BE46C3E]L
BE4EC2ES
BE4ECIEL
BE4EC2ET
BE4EC2ED
BE46C2EF
BE46C3FS
Ba46C3FH
BE4ECHER
BE4eC4E1
BE4EC4E 7
BE4EC4EC
Ba4&C4E0
BE4EC4EF
BE46C411
Ba46C417
aa46C41A
BE4eC41C
BE46C41E
BE4EC42R
BE46C421
BEA4ECS24
BE4ECH2
BE4eC420
aa4aC420
Ba46C42E
aa4aC42F
BE4ECd 22
BE4aC437
BE4aC428
BE4EC435
BE4EC42A
BE46C43F
BE46C44]1
Ba4aC44:2
aa4aC443
BE4ECdd
BE46C44H
BE4EC44E
AE4EC451

BE46C45E
BE46C45F

~ T2 L2

SEBCZA

EZ 14888880
&C

35 CA3ZBSSEL
95

17

a4 ED

22B3 VBESGEBF
ac

RS

7R 2B

BFEVOE

j=t:]

21E9 44C21B4E
2EDA

S1E? 2D2071el
63 B3A997EL
31C3 935BC250

£
21C1 e222C256
EE 148688888

2E0A

BBEZ

B1Re EFo43032
A 39

=]

298C3A

&2 F2IFADLY
26Fa 3R
=]
a7

S3EF 81
EB TECEESTF

BCEEEEEE
=0

5
§35E AFBC4SIA
S1FF D4FAFFEF

~ BFZE TBFFFFFF

SECY

ES DEEEE8EE
(0]

SE

JE SHORT UnPackMe.BR46C38A

MOU ECH,DWORD FTR DOS:CEDX+EDI]
CALL UnPackHMe.B846C2ES

IMS BYTE PTR ES:[EDII,DH

“OR ERK, E1ES3ECA

HCHG ERX,ESI

FOP S5

AOD AL,.BED

AMD OH.EBYTE PTR D35: [EBR+F&EEZFA]
FUSHFD

MOUS OWORD PTR ES:CEDID, DWORD PTR D5:LE
JPE_SHORT UnPackMe. BR4cC46E
MOUEX EBR, BH

FPOP ERX

SUB ECH,4E1BCE44

MOU EBX, ED¥

SUE ECH,e1712D20

FUSH _6197R9ES

AOD EEX, SDC25E92

FOF ERX

ADD ECH,EeC22262

EEEL UnPackMe. BR4EC428

TEST ED,EBH

0OR EBP.ER:X

DWORD FTR DS: [ESI+323094E7],ESF
OWORD FTR DO5: [ERAX], 39

SHORT UnFackHMe.8846C3FE
AL.BFE

EH, BL

POP EBX

MOU DWORD PTR DS: [EDR+EDID, ECH
PUSH 17ADIFTE

EDI, 1

EEX, FFE9CEYE

EDI

EDI

DEC EDI

UnPackMe. BE46C44E
AL, =0

I EDH

FUSH EBE=

HOP
EE¥FDNDRD FTR DS: [ESI+2A45ECAF], ECH

CHMP EDI,-52C

JHE UnPackMe. BB4EC3CT
MOU ERX, EDI

CALL UnPackHe.B8846C45E
FOF EEP

FOF EBX

LOOF#4 STHRT

I-0 command

Modification of segment register

Far return

LOOP#4 ENMD

it write some byte at address 0x0046C979 but don‘t care of it and go on:

Address |Hex dump Disassembly

BEJECTFI RE SCAS BYTE FTR ES:[EDI]

BEA4ECFAH E3EE ARFL EBF, 5P

BEIECT T Z2BE0 SE&9SAFE | SUB ECH,DWORD PTR OS5: [YEEASSSE]
BE4ECISS 2970 15 SUE DWORD PTR S5:[EEP+1E51,EDI
BE4ECIEE B =1 OF AL, =1

BE4ECIET BEEE AOD EYTE PTR D5:CERXI,AL
BE4ECIED BEER AOD EYTE PTR DS:[ERXI,AL
9e4cC35E|  GEER ADD BYTE FTR D3:[EAXI, AL

LOOP#4 EXIT POINT (Redirection #4): 0x0046C457
ORIGINAL CODE: MOV EAX,EDI
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Step straight after some code we should reach the two classical VirtualAlloc API call:

BE4SCEE2
BE4ECERT
BE4eCEE0
BE4cCERF
BE4CCELE
BE4SCE1E
BE4ECE21
BE4ECE27
BE4eCE22
BE4CCE2D
BE4ECE2E
BE4ECESE
BE4ECE2E
BE4cCE2E
Ba4cCE30
BE4ECE43
BE4ECE42
BE4ECE4F
BE4ECECS
BE4SCEER
BE4ECEE0
BE4ECEES
BE4ECEES
BE4SCELE
BE4CCEEE
BE4ECETS
BE4ECETY
BE4eCETR
BE4CCEEE
BE4ECEES
BE4ECEES
BE4eCERC
BE4eCEDZ
BE4CCEDT
BE4ECE9E
BE4ECE20
BE4ECE0F
BE4eCEAZ
BE4CCERS
BE4ECEAT
BE4eCEAD
BE4eCER]L
BE4cCERS
BE4CCERS
BE4ECEES
BE4ECEEE
BE4cCEED
BE4SCECD
BE4cCE0d
BE4ECECA
BE4ECECE
BE4eCECD
BE4SCECE
BE4SCE0S
BE4ECE07
BEa4eCE00
BE4eCEED
BE4SCEES
BE4ECEES
BE4ECEER
BE4ECEEE
BE4eCEEE
BE4SCEFE
BE4ECEFE
BE4ECEF2
BE4eCEFF
BE4eCEnz
BE4CCERS
BE4ECERT
BE4eCERE
BE4eCeB0
BE4CCEEE
BE4cCE18
BE4ECE13
BE4ECELD

HE4ECE1E
HE4ECE10
HE4ECE1E
HEa4ECE2d
HE4ECESS
B04eCe2R

<

%

¥

63 B8a1Ba0aa
FFEE BEa4@866
Sﬂ jels)

FOL FEE2AG8E
8985 CCalaang
SB90 GEa4aaE0
B30 BDE4EEER
1]

2

EZ 4818068
&R 4@

£3 EE1BEaEE
FFBSBBSB4BBBB
FF95 FEazaa6a

Q55 21640088
8985 a1 aacEa
Ed4:e7:A]l BEGR
20E4EE6E0
SB
DEE 1 BEER
B2A4EEE0
B4

SFazaaEa
EE

ez
ECEZERGEA
1@
ESasaang
14
CCalaana
EE_Foo1oaEa
SETCIA @ac
EBFF

74 1E

SB4C1A 18
seC?

74 11
HIBD DRE1EEER
1A 14

CCalaaEa
DEa1aa6a

E4a2a86a
ES@A3Ra66
a4
ECAZEAEA
[515]

a4
Cralaasa
EE
Cralaang
ac
B0E4EEER

=]
£2 BEZEEEAEE
oA Ba

1]
FF3E F4@3R86E6
€2 BEEBASEE

c3
Baoe

PUSH 1@&g

FUUSH DWORD PTR S55: [EBF+463]

FUEH @&

CALL MEAR DWORD PTR SS5:[EEP+2FE]
MOL OWORD PTR S5: CEBP+1CC], ERX
(oY EEW, OWORD PTR S5: [EEF+386]
AOO EBX,DNDRD FTR 55: [EEF+<480]

EEX
E%Packﬂe.8846c632

FLSH 1@@8
SMDRD FTR £5: [EEP+4B2]

L HEAR DWORD PTR S5: CEEF+3FE]
MO OWORD PTR S5: CEBP+4311,ERX
OWORD FTR SS:[CEEP+10@]1,ERX
ERX,OWORD PTR FS:[@]

OWORD PTR SS: CEEP+4201,ERX
EDi, OWORD PTR SS: CEBP+SE]
ERX,.OWORD PTR S5: CEBP+10@1
CWORD FTR DS CEDX] . ERX

ERAX, DWORD PTR SS: [EEF+4m2]
DWORD FTR DS [EDX+41, EA:X
ER:, OWORD PTR S5: CEBP+39F]
ERX,.OWORD PTR OS: CEAX+55]
OWORD FTR DS: CED=+21, EAX
EAX, OWORD PTR S5: LEEF+2EC]
OWORD PTR DS: CEQK+18]1,ERX
ERi=, DWORD PTR SS [EEF+3ES]
COWORD FTR OS: +141,EAX
ED, DWORD PTR SS [EEF+1C]
EE¥, 1F2

(0L EDI, OWORD PTR DS: [EDH+EBRHC]
OR EDILEDI

JE SHORT UnFackMe.Ba46CERD

MOL EC, DWORD PTR DS:[EDX+EEX+18]

OR ECH,ECH

JE SHORT UnPack!e.@845C562

AOO EDI,OWORD FTR 55: CEEP+10E1
ESI,DWORD PTR DS:[EDX+EEX+14]
ESI EDX

MDUSEDMDRD PTR ES:[EDI1,DWORD PTR DS:[ESI]

SHORT UnPackiMe.8@4eCEa7
MOV ERK, DWORD PTR SS: LEEP+1CC]

PLSH_ERS
HMOL - EDK, OWORD PTR S5: [EEP+10&]
PUSH EDH

FTR DS: [EAX]

MOL EE, DWORD
EEX, EDY
ER:, OWORD PTR S5: CEBP+3E4]
MOL OWORD FTR D3S: CEEX].ERR
ERX,.OWORD PTR S55: CEBF+3ES]
DS [EEX+4],ERX
R S5: [ERP+3EC]

CWORD FTR
ERX, OWORD P
DS [EEX+21,ERX

DWORD PTR
EDI

ESI

ERX, DWORD
EAX,EDI
DWORD PTR
ED<, OWORD
ERX, DWORD
OWORD PTR
EEX, OWORD
PUSH EEX

FLIEH @

FUEH @&

FUEH 1

PUSH _EDI

ML EBX,. DWORD
AOD EEX,EOI
FUEH EEX

FUSH ZS@@a
PUSH &

FLUSH ESI

CALL HEAR DWORD FTR S5:[CEBP+3F41
FUSH BRSE&ER

RETH
AOD BYTE PTR DS:[EAX1.AL

FTR DS:[ESI+4]

5S: [EBP+1CV¥1,ERY
FTR S5S:[EBF+5E]
FTR SS:[EEP+1CT]
DS: CEDW+CT, ERY
FTR =S: [EEP+4B0]

PTR DS: [ESI+E]

ADDRESS FOR REDIRECTION #5: 0x0046C616
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

UirtualAl loc #1
QCoasE

UirtualAl los #2
Al8a6a

Fill the last allocated area

Set the push address

Place for redirection#s (keep the EDI address)

First jump in run—time area

Note for redirection #5

Into the redirection we've also to save the base address of the newly allocated memory area,
this value was stored into the EDI register.
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Reach the RETN instruction and jump into the newly allocated area (the red coloured NOP

instruction again is only to leave the obfuscated code):

EL] HOP

[=1] FPUSHAD
BEASEASZ)  ER 4B8085888E CALL BAASE&4T
BEASEAAT ~-EE 44 JHMP SHORT BEASEGE40
HERSERET| | 0008 ADD EYTE PTR DS:[ERHD, AL
AERSERSEE| | DBEE AODD EBYTE PTR DS:[ERX], AL
AEASEAED| | BBEE AOD BYTE PTR DS5:[ERX], HL
BEASEAEF | | DBBEE ADD BYTE PTR DS:[EAXI, AL
BEASEAT L 2v0e WCHG EBX,EBX
BEASEALZ) | 98 HOP
BEASEAL4 | | DBEGE AODD BYTE PTR DS:[ERXI, AL
BEASEALS| | DBEE ADD BYTE PTR D5:[ERXI, AL
BEASEALS| | DBEE ADD BYTE PTR D5:[ERXI, AL
HERZEALR| | oBE8 ADD EYTE PTR DS:[ERXD, AL
AERSEAIC| | BBEE AODD EBYTE PTR DS:[ERX], AL
HEASEALE| | DBBE AOD BYTE PTR DS5:[ERX], HL
BEASEAZE| | DBEE ADD EBYTE PTR DS:[ERX], AL
BEASEAZZ| | BEEE ADD BYTE PTR DS:L[ERX], AL
BEASEAZ4| | BEEE ADD BYTE PTR DS:L[ERX], AL
BEASEAZE| | DBEE AODD BYTE PTR DS:[ERX], AL
BEASEAZE| | DBEE ADD BYTE PTR D5:[ERXI, AL
BEASEAZA| | DBEE ADD BYTE PTR D5:[ERXI, AL
BERZESZC) | oBE8 ADD EYTE PTR DS: [ERXD, AL
BBASEAZE| | EB B4 LOOPONE SHORT BEASEAS4
AEASEASE| | DBEE AOD BYTE PTR DS5:L[ERX],HL
BEASEASZ| | DBEE ADD EBYTE PTR DS:[ERX], AL
BEASEASY | | DBEE ADD EBYTE PTR DS:[ERX], AL
BEASEAZE| | BBEE ADD BYTE PTR DS:L[ERX], AL
BEASEAZS| | DBEE AODD BYTE PTR DS:[ERX], AL
BEASEASA| | DBEE ADD BYTE PTR D5:[ERXI, AL
BEASEASC| | OBEE ADD BYTE PTR D5:[ERXI, AL
HERSEASE| | DBOE ADD EYTE PTR DS:[ERXD, AL
AEASEA4E| | BEEE AODD EBYTE PTR DS:[ERX], AL
AEASEA4:2| | DBEE AOD BYTE PTR DS5:[ERX], HL
BEASEA4d | | DBEE ADD EBYTE PTR DS:[ERX], AL
BEASEA4E| | DBEE ADD EBYTE PTR DS:[ERX], AL
BEASEA42| | BBEE ADD BYTE PTR DS:L[ERX], AL
BEASEA4H| | DEGEE ADD BYTE PTR DS:[ERXI, AL
BEASEA4C 5] HOP
BEASEE4D| “BE 44294400 HMOU EBX, 442944
BERTEASZ| 830D AOD EEX,EEP
AEASEAS4 | 2B90 712944080 | SUE EBX,OWORD FTR 55: [EBP+4429711]
AEASEASH|  S3ED DE38d4480 1 CHMP DWORD PTR S5: [EEP+4436803]1,8
ABRSEAS] 5990 2ZF2E440@ | MOU DWORD PTR 55: [EBP+442E2F1,EBX
AEASERET |~ BFES ZEBSAABRE | JNE BEHSESQE
BEASEAED| 2085 E@28d44B0 | LEA EAX,DOWORD PTR S55: [EEP+443238ER]
BEASEAFS 5] PUSH ERX
BEASEAF4 | FF95 EC2144B0 | CALL MEAR OWORD PTR S55:[CEEBP+44321EC]

After some step we’ve another VirtuallAlloc API call followed by a writing loop, time for us to
set a new redirection point:

BEASERET |~ BFES ZERSEREE | JHE BEASESAE

BEASEBLD 2025 EB2@44686 (LER ERX, OWORD PTR SS5:[EBP+4438ER]

BEASER"S =] PUSH ER:

BEASERT4 FF25 EC214466G (CALL MEAR COWORD PTR S55: [EBP+44321EC] GetModu leHand LeR
BEASEATH 2935 DC2a44@86 (MOU DWORD PTR S5:[EEP+44380C1, ERX

BEASERZA 2EF2 MOW EDI, ER:

BERSERS: 2020 EDz84400 (LER EEx, DWORD FTR SS:[EEP+4438ED]

BERSERSS o3 FUSH EE=

BERSERSS =] FUSH ER:

BEASEBSH FF35 ES2144B6 (CALL MEAR OWORD FTR SS: [EEF+4431ER] GetProcHddress
BEASEETA 2935 ¥9294400 (MOU DWORD PTR S5:[EEP+442979]1,EQY

BEASERDE 2090 FR2E4466 (LER EBX, OWORD PTR SS5:[EBP+4438FA]

BEASERSC 5] PUSH EB:

BEASEASD E7 PUSH EDI

BEASERTE FF25 ES2144686 (CALL MEAR COWORD PTR SS: [EEP+44321E2] GetProcAddress
BERSEBRY 2925 FD294400 (MOU DWORD PTR S5: [EEP+4429701,ERX

BERASEBRA SB35 2F2E44B6 MOV ERs, OWORD FTR S5: [EEF+442E2F ]

BERSEBER 3935 DS384488 |MOU DWORD PTR S55: [EEP+4438051, ERX

BEASEBEE &R 84 FUSH 4

BEASEBRS &2 88 18RREEAE PUSH 188@

BEASEBED &2 4EECHEER PUSH 546

BEASEACE &H @48 PUSH &

BEASEACY FF35 792944060 (CALL MEAR COWORD PTR S55: [EBP+442979] UirtualAl loc
BEASEACH 8985 FE294480 | MOV DWORD PTR S5: [EEP+44297E],ERAKX ERX=A83CARER
BERSEBDE 2020 452R44068 (LER EEx, DWORD FTR SS: [EEF+442R451]

BERSEADG =] FUSH ER=

BERSEADT o3 FUSH EEx

BEASEADS EZ 74ESHRER CALL BHASERS1

BEASEBDD 2BCEZ MOW ECH, EFX

BEASEBDF 20BD 452R4466 (LER EDI,OWORD PTR SS5:[EEP+442H45]

BEASEBEE 2BBS VE2944G6 MOV ESI,OWORD PTR S5:[EEP+442975]

BEASEREE F2:A4 REP HMOLS BYTE PTR ES:[EDIJ,BYTE PTR DOS:[ESI] |Wreiting loop
AEASERED 2B2S FE2944606 (MOU ERX, OWORD PTR SS5: [CEBP+442975]

BERSERFS 52 BEs8EEE0 FUSH 2888 Flace for redirection #&
BERSERFS &l 848 FUSH &8

BERSEBFH =] FUSH ER:

BEASEBFE FF35 702944686 (CALL MEAR OWORD FTR SS: [EEF+4429701

BEASE1A]L 2025 S1z2C44B6 (LER ERx, OWORD FTR SS:[EEF+442C511

BEASE1AT =] PUSH ER:

BEASE1RAS [e] RETH

BEASE1AS BEEE AODD BYTE PTR DS: [ERA],. AL

BEASE1RAE BEEE AOD BYTE PTR DS:[ERA], AL

BERSElAD BEea ROD BYTE PTR DZ: [ER=I, AL

BERSE1AF 46 IMC ER®
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OFFSET FOR REDIRECTION #5: 0x004EOQOF3
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

Reach the RETN istruction at offset Ox004E108 (from the base address of the second
VirtualAlloc API call) and go into the next code layer:

HERSEZ1S

SE20 552A440R
BEDE

| HOU_EB=, OWORD FTR 55: [EEF+442R55]
OR EEX,EBEx
JE SHORT BAASEZZ1

HEAEEZIS |~ 74 BA

BEASEZ17| SBB3 MOU_ERX, OWORD PTR DS: [EEX]
BEASEZ1S) 8785 E92A44B60 | WCHG DWORD PTR S5: [EBP+442A591, ERX
BEASEZ1F 2963 MOU DWORD PTR DS: [EBER],ERX
BEASEZZ1 20BS Fl2A44@@ |LEA ESI,OWORD PTR S5: [EEP+442A711]
HERZEZZY|  S33E 88 CHP DWORD PTR DS:[ESID, @
3@H5E32H|v BF 34 D388RAEEa | JE BERSE463

HEASEZZE|  80BS Fl2A44B80 |LERA ESILOWORD FTR 55: [EEF+442A71]

Place one hardware breakpoint on offset 0x004E30D to keep fast when you’ve to restart.

Now start to step again, you see another call to the VirtualAlloc API at offset 0x004E343,
step again and you're able to reach the classical ASPACK sequence:

HUHSE DS =1=] FUF EB®
AENSECEZ|  BEDE 0OF EE#,EBX
9935 112F44@0 __HOL ER
HEASEEC L =31 FOFAD
HEASEEC2| - FPE B2 JHE SHORT BEASESCC
HAASEECY BS @laaanaa HOL ERH, 1
HEASESCS CZ Bacag RETH &C
BEASESCC &2 OoEEanag FUSH &
HEASESDOL c3 RETH
BORSEEDZ|  2B85 DL30448@ [TIOU ERR, DWORDTFTR ST TEEFF44300C 1
press F8 one time:
HEASESES [=1=3 FOF EBX
HEHASESED HEDE 0OF EE#,EEX
2?85 112F44E@ ggganDHD FTR 55: [EBF+442F111,ERx
HEASEECZ |~ FPE B2 JHE SHORT BHASESCC
HEASEECY B2 @18aa08a HMOL ERH, 1
HEASEECS CZ BcEg EETH &C
HEASEESCC &3 BBESA408 FLUSH BA4ESEH
HEASESDOL c3 ET]
HEASESDOZ SESS DC3a4406 | MOY ERX,DWORD FTR 55: [EEF+44380C]
EEEEE?E? §Q8D 15314480 EEE”EgﬁhanHD FTR 55: [EEP+443115]

the MOV instruction write the new jump address, time for us to write down the address for the
next redirection:

OFFSET FOR REDIRECTION #6: 0x004E5C1
ORIGINAL CODE: POPAD / JNZ instructions

Reach the RETN istruction and we land into a new area:

55 PUSH _EEFP
BEA4EEEL ZEEC MOL EBF,ESF
BEA4EEEZ| 23C4 B4 ADD ESP,-4C
HEA4EEBS| B2 B2EZR48H MOL ERK, BA4EZES
BEA4EEEE| EZ C3FFFCFF CALL @@nicsnas
BEA4EECH| EZ FB4FFCFF CALL @@A1acsch
BEA4EECE| 2048 68 LER ERX,.OWORD PTR OS: [EAX]
HER4EECE|  DDOE ADD EYTE PTR DZ: [ERRD, AL
HER4ESCH| BBEEE ADD BYTE PTR D5: [ERR], AL
HER4ESCC| BBEE AOD BYTE PTR DS: [ERR], AL

Place one hardware breakpoint on this offset 0x003E5BO0 for future reference.

10
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Hardware breakpoints [‘S_<|
#  Base Size  Stop on -
1 |00&4ESB0 | [Ewecute [ Folowl | Delete1 |
2 | | [Ewecute  Folow2 | Delete2 |
3 | | [Execute  Folow3 | Delste3 |
s | [ [Execute  Folow4 | Deleted |

EIKl

Now is time to search the keypoint related the MapViewOfFile API call (if this one exist) in
order to deal about the CRC check (this check is for the file on the disk):

Enter, binary string to search for

ASCI

(=T

UNICODE [FFRm

HE: +08 EFI WA 60 WA 6A0 HA 6A A4

[v Entire block

[ Caze sensitive

<< |

k. Cancel

but we found anything then may be in this newer version this test was skipped or simply the
call was totally obfuscated, well place a memory breakpoint (F2) into the MapViewOfFileEx
entry point and press Shift+F9, you've to press Shift+F9 some time until you're able to see
into the stack window some address referred our run-time area:

BE1Z2FIAS
BE12ZF2AC
HE1ZFIER
HE1ZFIE4
HE1ZFIES
BE1ZFIBC
BE1ZFICH
BA12ZF3C4
BE1ZFICE
BE1ZFICC
BE1ZF30E
BE1ZF304
BE1Z2F302
BE12F30C
HE1ZFIER
BEa12F3E4
BE1ZFIES
BE1ZFIEC
9812FoFs

FLCEBEFRAS
BaBEAEES
BEREEEEES
BHABBAREE
HABEAREE
BARBARBE
BARBAREE
HA1Z2FIF4
B150DA86RE
BaBEAEES
BEREEEEES
BHABBAREE
HABEAREE
BARBARBE
SEF189C7
HABEFFES
BABEZDAC
BEBSC2EA
BEAEF YOV 4
BOASE304

CALL to MapliewlfFileEx from kernel32. FCEOBFAS

hMaplbisct = BABEEEEd (window)
HAoocessMods = FILE_MAP_READ
OffsetHigh = B

Offsetlow = A
MapSize = @
Ezasefddr = HULL

RETURH to BEESCZ2E88 from BOBSZFFE

11
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Press ALT+F9 to return into the caller code:

SE12B23C
SE12B23E
SE12B9A1
SE12B9A7
SE12B9AR
SE1ZEZRE
SE1SEZAC
SE13E2AD
SE13E2EA
EBIBBQBI

E7
EB10EoED
EE19EB3EC
EB12E5C2
EE12E2CE
EE1SE3CS
EB13E3CE

[515]
19608188
1]

ac
04181358

[515]
BRECE188

S9EE_BC
ES_1oB0E6a

press again Shift+F9:

#OR EDILEDI

FUSH EDI
EDI

CHP ERX,EDI

JE EB1AZECH
FUSH EDI
MO ECH,ESI

CHMP DWORD PTR DS: [ESI+21,EDI
JHE EB1AZECH
MU EBH,OWORD PTR S5: [EEP+21]

EDI

EHEHD FTR 55: [EBF+C]

CALL HEAR DWORD FTE DS:[SE1216041
MOU_DWORD PTR DS: [ESI+21,ERX

MO OWORD FTR DS: [ESI+CI, EEX
EALL_SE1SB3ES

kernel32.MapliewlfFile

TCEEEVHS | PFCALL o MapUiewOfFileEx from kerne 32, 7CEEETHE
HE12F9A2| EE80HEESE|| hMaplbject = HEHEEHEZSA [window)
BE1ZF9AC| @ABEaEEE4 | AccessMode = FILE_MAP_READ
BE1ZFIEE| AeEEEEEa) Of fsetHigh = @
BE1ZF9E4 | @a8@00E0| ] Of feetlow = B
BE1ZFIES|( BEEEE0EE|] MapSize = @
BE1ZFIEC| BAREEEHER|REBaseAddr = HULL
BOLZF3CA| BAL1ZF3FY

G14EEEES) &3 BYCIA4E88
B14EEEEA| 65 7470DADEA
H14EEEEF|  ES SC2FSEFF
B14EEE14)|  BEEE
B14EGE16| BOAE
B14EGE12|  BO006
B14EBE1A| BO066

62 BEEE4EA]L

FUSH 14EBEEE
FUSH BR4C287
FUSH BAOVODY4
CHLL 88R42F7a

HOD EYTE FTR DS:LERXI, AL

HOD BYTE PTR DS:LERXI, AL
HOD BYTE PTR DS:L[ERXI, AL
AOD BYTE PTR D5:[EAXI, AL

BBH42F?1
BER42ZF72
BER42F 74
BER42F 7S
BEA4ZF7E
BEA42F72
HER42FFE
BEA42FFD
BEA42F 28
BEA42F 26
BER42F22
BER42FEC
BER42F 20
BEA4ZF2E
AEA42F2F
BEA42F32
BEA42F37
BEA42F 30
BEA42FAE

[=c]
21EC BSBEORGBG
FFFS B2
FF7E B8c
22

E1
EG

FF7E @4

ES FSFEFFFF

21C4 DCEERAGEE
C2 acaa
=]

PUSHAD

MO ER, ESP

PUSHFD

FOP ED=

FUSH EEF

Mou EEF,ESF

AOD EBF, 24

H#OR ECH,ECH

MO ECH, OWORD PTR FS:[ECH]
SUB ESP,BEERZ

PUSH OWORD PTR S5:[EEFP+21]
OWORD FTR S5: [EEP+C]
ED

ECH

ERX

OWORD PTR S5:[EBP+41
CALL BEA42ERC

ADD ESF, BEOC

RETH &C

RETH

12
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Now reach the call 00A22E8C just before the RETN 0C instruction and step inside this call:

L C
BEA42E20
BEA42E2F
BEA42EE
BEA42EIE
BER4ZEF7
BER4ZE2S
BER4ZE2E
BERA42E3F
BEA4ZEAL
BEA42EAS
BEA42EAS
BEA42EAER
BEA42EAC
BEA42ERL
BER4ZEE4
BER4ZEET
BER42EES
BEA4ZECE
BEA42ECE
BEA42ECA
BEA42ECD
BEA42EDA
BEA42ED2
BER4ZEDS
BER4ZED2
BER4ZEDC
BERA42EDE
BEA4ZEES
BEA42EES
BEA42EER
BEA42EER
BEA42EEC
BEA42EEF
BER4ZEF L
BER4ZEF4
BER42EFE
BEA4ZEF S
BEA4ZEF2
BEA42EFC
BEA42EFF
BEA42FE1
BEA42FA2
BER42FER
BER42F11
BER42F 14
BERA42F12
BEA4ZF1E
BEA42F10
BEA42F1F
BEA42F 26
BEA42F21
BEA42F22
BER4ZF 25
BER42F 27
BERA42F 20
BEA4ZFZE
BEA4ZF 22
BEA42F 26
BEA42F 23
BEA42F2E
BEA42F42
BEA42F 42
BER42F4E
BEA42F51
BER42F 56
BEA4ZFET
BEA42FE2
BEA42FES
BEA42FER
BEA42FEC
BEA42FEF

=15

2BEC

21C4 48FFFFFF
4]

1]

T

SB50 BC

8370 _158 B[

74 @3

2045 12

E2 9F&CFFFF
23ca

EE

&2 2F2ZFA4BR
&4:FF21
5418921
EE a1

3R 308543FF FF
ERA EBDBEEEER

E2 4232FDOFF

oe 14

204B 28
C1EE B2
SZE? B84

75 E&

2385 V3FFFFFF
EB @1

2R 209543FF FF
SE45 B2

EZ FFPFEFFFF
24Ca

7S EE

22Ca

=13 ]

3]

=31

&4:23918

EE 21

E2? 3CFFFCFF
&R FFE

EZ 2520FEFF
ZBEE B2
8142 BB

&2 G22FR400
E2 B022FEFF
E2 FCEZFOFF
2095 43FFFFFF

SE45 B2

EZ 3AFOFFFF
SF

CE

[=15]

2BEE

j={n]

C2 1288
BEFF

PUSH EBF

MOW EBF,ESP

ADD ESP, —-BCH

PUSH EB:X

PUSH ESI

FUSH EDI

MOV EE=, DWORD FTR S5: CEEP+C]

CHF _DWORD PTR 55:[CEBF+151,8

JE SHORT BBAR4ZERD

LER ERx,.OWORD FTR SS5:CEEF+121

CALL BAA29B42

HOR ECH,ECH

PUSH EBF

PUSH BR42F27

PUSH OWORD PTR FS:L[ECK]

MOY DWORD PTR FS:LECK],ESF

JMP SHORT BBER42EER

CHALL FHR _FFFF:FF435550

MOU - ED:, BED

CALL BAA116C

L) ER:, OWORD
OWORD PTR

MOL ER, DWORD

OWORD PTR

PTR S5:[EBP+141]
S5: [EBP-YE],ERH
PTR SS:[CEEBFP+1G1]
S5: [EBP-281,ERX
ER, OWORD PTR SS:[EBF+1C]
DWORD PTR S5: LEBP-721,ERX
SHORT BB8R42EDF

ge32a8116

ARFL DI,DI

Y
ECH, DWORD PTR DS:[EERR+261]
SI,EDH

ESI, 2
ECk,ESI

ECx, OWORD PTR D5:LCECK]
OWORD FTR DO5:L[ERX],ECk
EDx

EF, 4

ED:, 2
JHE SHORT BER42EE?
OWORD PTR 55:[EBP-201, 16
JHMP SHORT BEA42FEE
CALL FAR FFFF:FF429550
MOU ER=, DWORD FTR SS5: [EEP+2]
CALL B8R42E18
TEST HL,HL
JHE SHORT BBEA4ZFEE
R, EAX

OWORD PTR F5:L[ERKXI,EDA
SHORT B8R42F432
BEA1ZEGS
FUSH -1

CALL BAA=SCES
MOL ED, DWORD
ADD DWORD PTR
PUSH BR42F52
CALL BB8A2E57ER
CALL B8A1=21C4
LEA ED:, OWORD
MOY ER=, DWORD
CALL B8R42CER
FOF EDI

FOF ESI

FPOP EB:X

MOU ESP, EBP
FOP EEBP

RETH 12

ROD BH,EH

FTR S5:[EEBF+21]
DOS: [EDX+5@1, ERX

FTR SS:CEEBP-ED]
PTR S5:[EBF+Z1]

step into the call which is after the string "196” and enter it.

Far call

Unknown command

Far call

ASCII ™19&kE™
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BER42CEL
BER42CES
BEA42CES
BER42CEY
BER42CER
BER42CED
BER42CFE
BER42CF3
BER42CFS
BER42CFS
BER42CFE
BER42CFD
BER42DEE
BER4 2062
BER4 2085
BEA42Da3
BER42DEE
BER420EC
BEA42DaF
BEA42011
BEA42014
BEA42017
BER4201H
BEA4201C
BEA42D1F
BER42022
BEA42025
BEA4Z2D2E
BEA42D20
BER42036
BEA4 2022
BER42036
BER42037
BEA4203A
BER4202E
BER4203C
BEA42030
BER4203F
BER4 2048

EE FUZH EEF

SBEC MOV EEF,ESP

S3C4 F4 ADD ESF, —GC

E3 FLISH EBX

SB42 28 MOV ERX, OWORD PTR DS: [EDH+38]
S3ES 28 SUE ERX, 28

S3ES B4 SUB ERX, 4

2945 F4 MOU OWORD PTR 55: [EBP-CI,ERX
33Ca WOR ERX,EAX

SB4D F4 MOW ECH, DWORD PTR S5: [EBP-C]
S3C1 28 ADD ECK, 28

SBDE MO EEX, ERX

ClEZ @2 SHL EEX, 2

ZBCE SUE ECK,EEX

S3E9 B4 SUB ECH, 4

SBECEZ 28 MO EBX, OWORD PTR DS: [EDH+ERH#4+2E8]
5219 MOU DWORD PTR DO5: [ECK],EBX
48 IMC ERX

S3F8 B2 CHMP ERX, S

7S E4 JHE SHORT BEBR4ZCFS

SB45 F4 MOV ERX, DWORD PTR S5: [EBP-C]
S3CE 28 ADD ERX, 28

SE4A 44 MO ECH, DWORD PTR DS: [EDH+44]
el MOL OWORD PTR O5: [EAX], ECH
SB42 42 MO ERX, OWORD PTR DS: [EDK+42]
2945 F2 MOL DWORD PTR 55: [EBP-21,ERH
SB22 JDBEEEEE | MOU ERR, DWORD PTR DS: [EDw+320]
2945 FC MOU OWORD PTR 55: [EBP-41,ERX
21ca “OR EAX, ERE

SBEE FC MO EDK, DWORD PTR SS5: [EEF-41
&4:8918 MOL OWORD PTR F5: [EAX], EDN
FFFE F2 FPUSH DWORD PTR S5: [EEP-21

o0 FOFFD

SBEE F4 MOV ESP, DWORD PTR SS5: [EEBP-C]
&1 FOFPAD

] RETH

B FOF EEBX

EBES HMOU ESF,EBP

=] FOF EEBFP

c3 RETH

we got the keypoint, this code will be executed more time after the MapViewOfFileEx
breakpoint, and after some execution when the POPAD istruction is executed, ASProtect catch

the integrity error.

Well let me explain a little more now; in order to see the integrity error we've to enlarge the
last section (this is useful later when we’ve to write our patching code), then run LordPE and
change the RAW-SIZE of the last section .adata from 0 to 0x1000.

[ PE Editor ] - c:Mtemplunpackme_asprotect.2.3.04.26.p.exe [READ ONLY]

F agic:

Basic PE Header Information

EntryPoint: 00001400 Subsysten: ooz | .

ImageB ase: [_EEEEEEEE Nurmber{S ections: [_____EEE§ i

SizeOfimage: lm TimeD ateStamp: ’m Sections

Baze0fCode: IM Size0fHeaders: ’m ﬂ_J (B

BaseOiData: [ boo4e000 Characteristics: ,—U'IEE _J T

Sectiondlignment: ITDDW Checksum: ,m ﬂ W

Fileflignment: lm Size0f0 ptiohalH eader: [W e
W NurmOfRwvadndSizes: ’WDD‘ID“ JJ _;ﬂl

press the Sections button and select the last section .adata the right click and select the edit
option then perform the RawSize change as show below:

Edit SectionHeader ]

Section Header L
Marme: .adata
Vitualdddress: | ODOBEOOD ﬂ

YirtualSize: Q0aa1aoo
Rawlffzet 0oaF0a00

FRawSize:

Flags: E0000040 | .. |

press OK and Save.
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Now run Hex-Workshop, load the packed executable and go to the end of the file, now add
0x1000 byte with value set to 0x90.

H Hex Workshop - [UnPackMe_ASProtect.2.3.04.26.g.exe]

File Edit Disk ©Options Tools Window Help - |:|'|
=& *¥ 2 mw@ BSLOFD (@O
S e » K2 E2 A | & v+ - o= s oz D AT al @ || B Ve |
0o00vCFB0 (4AFE 6EST 7DF3 6676 EO073 Z6ED ABZC DRED | J.n¥t.fwv.sh.....
0007CF90 | 753F AOQCE 75ER GZ28E 9EGY 84EL ATVZS Ar98 |u?. . u.h...... (..
0007CFAD (RFEE 2301 3FFDE AYE9 E4AC 5030 A215 4717 |o.#.7..... RN E
O007CFEO | 6E34 0OF4a EeeF 2059 SADT 1FVE ZABZ 6044 |hd4.J.0,.¥Z2..7%."D
0O0O7CFCO (BRFD O8BR FYE3F 634F BFE88 FEOS 299 DR3IZ|...... cO. ... ... 2
ODO07CFDO|C192 AA3Y BCHE BEOB EOVD 6124 DAEA SCSB|...71....%1a%..<]
O007CFEQ|F751 0O0OCE AZES 09CC 8864 4C58 BE901 4:2D0).0Q....... dL¥..B.

0007CFFO|BASE EBCZ 4594 FS503 6084 DATE 6BIF 286A|."..E...1..%k.(j
o0o07ooo0 ||

UnPackie_...

ﬂ FFFSEt: 512000 [1 [g B ﬂ |C|:-mpare Resulks all ﬂ
4 4
8T Signed Bytel  Find... ChI+F L_ Source Counk Tart
SHT Unsigned By Sako b
15T Signed Shor
ISBIT Unsigned b Add Bookmark. .. Ckel+B
3BT Signed Long  add Color Mapping...  Ctrl+M
3BT Unsigned Lo l’
EHEBIT Siamed Tz = < b4
l"-.IDaI:a Inspecki Properties. .. Blk+Enter | l"-.ll:umpare I.-'-r.I Checksum .}5. Find .}'n Bookmarks .}'n Qtpu
Ready COffset: 00070000 Walue; MiA 512000 byt
Insert Bytes
* Hex
Murnber of bytes: |0 B
" Dec

ak.
Cancel
a0

Eill with the following hes byte:

Buytez will be inzerted at current pozition

then press OK.
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H Hex Workshop - [UnPackMe_ASProtect.2.3.04.26.g.exe]

File Edit Disk Opkions Tools  indow  Help = |:|'|
= =ES = Y B mm B SLOFD BE S
S v B2 A ] & v+ - o= sox B aral @y e
QO0a7DFE0 | 9090 9090 9090 9090 9090 9090 9090 9090(. ..., .00 ouen.. -
QOO7DFS0|9090 2090 9090 9090 9090 9090 9090 90900 . ... 0w e e e e e nnns
QOO7DFAD |9090 9090 9090 9090 9090 9090 9090 9090 . ... ... . oo e e
QOO7DFEO 9090 9090 9090 9090 9090 9090 9090 9090 . ... ... oo e an ..
QOOFDECO | 2090 2090 9090 9090 9090 9090 9090 9090 ... e e e e s e nnns
QOO7DFDO | 9090 2090 9090 9090 9090 9090 9090 9090 . ... ... oo e e
QOO7DFEQ 9090 9090 9090 9090 9090 9090 9090 9090 . ... ... oo e e
QOOQ7DFFO | 9090 9090 9090 9090 9090 9090 9090 9090(..... .00 ouen..
0o07EOOO ||
w
] LlnF'ackMe_...l
ill offset: S16056 [(x0007E000] ill ‘Compare Resulks Al jJ
88T Signed Byte P Source Counk Targ
FHT Unsigned Byte
15BIT Signed Shart
15BIT Unsigned Shart
3287 Signed Long
3BT Unsigned Long
EMBIT Simed P iad b < >
l"-.lDal:a Inspecturl.-{l Skruckure Viewer I.-'r l"-.ll:umparel.-{l Checksum .:"".Fi""j.}'-. Bookmarks ;-'-.IOutpu
Ready Offset: 00O7FEDOD Walue: MIA 5160965 byt

Save and close.

Now try run the modified packed exe outside OllyDbg:

C:ATempiUnPackie_ASProtect.2.3.04.26.g.exe E|

"'-., File corrupked |
[

Please run a virus-check, then reinstall the application.

this warning nag tell us about the integrity check and the modified executable will don’t run
until we make some fix related this CRC.

Well, now we have to reach again our keypoint and understand how ASProtect call the API's in
order to perform the CRC check, we know what is the API involved, that is the
MapViewOfFileEx, but at know we don’t know from what point ASProtect perform this call.

Into the older ASProtect version found the call was easy because this one was called directly
from the ASProtect code in a direct way (you can find easy the right point by a binary search),
in this new version there is no direct call, but all will be performed through some bridge.

16



ThunderPwr of ARTeam Inline patching ASProtect 2.3 SKE

This idea was proof by our previous analysis, in fact after the first breakpoint into the
MapViewOfFileEx we have some strange jump to a new section which start from address
14E0000 and from this drive the execution back to the ASProtect code.

Then in order to better know what crazy things was done by ASProtect is time for us to restart
OllyDbg (CTRL+F2) and press Shift+F9. We should land into the settled hardware breakpoint:

= FUSH EEF

SBEC Hal EBF.ESP

S3C4 B4 AOD ESF,-—4C

B2 BESEZA40E Mol ERX, OA4EZBS

E& CEBYTYFCFF CALL BER15Das

EZ FE4FFCFF CALL ®EA135CaE

2048 aE LEA ERX,DWORD FTR DOS: [EAX]
AEERE BOD BYTE PTE DS:[ER=1,AL
Be6 AOD BYTE PTR DS:[ERN1.AL

BBEAR4ESEL
HER4EEES
HEA4EEES
HBEA4EEEER
HEA4ESCEH
HBEA4EECE
HEA4ESCE
BBR4ESCA

I

Now we've to break into the VirtualAlloc API call, put a breakpoint into the RETN instruction:

REETEREN SEFF Moy EDILEDI
rCEE2A33| 55 FUSH EEF
rC389R34| SBEC Moy EEP,ESF
rCEE9A%E| FF7S 14 FUSH OWORD FTR SS5:[CEEF+14]
FC2E9A33|  FF75 18 PUSH OWORD PTR SS5:[CEEP+181
YC2E9A2C| FE7S 8C PUSH DWORD PTR S5:[EEFP+C]
YC2B9A3F| FF75 83 PUSH DWORD PTR S5:[EEFP+21]
TC2E9A92| &R FF PUSH -1
FCEEZA%4| ES 80008888 CALL kernel32.VirtualAl locEx
TLEAZH33 50 FOF EEF

L2 16888 RETH 18
FCEE2A201 98 HOP
YCEESA%E| 90 HOF

Then press Shift+F9, look at the registry window and repeat with Shift+F9 until EAX keep the
14E0000 address, you've to repeat this step a lot of time, every time EAX keep a base address
for some new allocated section.

Fegqisters (FFUI %
ER: TB14DEEEE

ECH FCEB9AEY kerne 22, FCEASAED

EDX FCI1EEF4 ntdll.KiFastSystemCal LRet
EE: @81ZEERS

ESF @a1zEDDC

EEF BB1ZEEL4

ESI @@asaEld

EOI @81Z2EEYF

EIF 7FCEB9A9A kernel32. FCSE9ATA

Now into the OllyDbg dump window press CTRL+G and write the address 014D0000 and put a
memory breakpoint on access into the first byte, in this way we're able to see from what point
into the ASProtect code this area will be written.

Then:

Enter expression to follow in Dump

press OK, the new area was zeroes filled, that’s right because we’ve simply allocated the area
and no writing operation has been done.

17
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Now put the memory breakpoint on access into the first byte.

e R F TS TR
FCERSER2 2Ry 2CEIERAGE | EMP ERK, OWORD FTRE OS: CECH+13C]
FCEAIEES| Backup p ME SHORT kernel3Z2.7CEO3ARES
;EESEESE o EE kerne l32. FOS4BIFE
e I
i ¥
FCEBsBElZ Binary —
FLEEIELS Breakpoint — »
FCERSEL4 . k
;EESSE%% Search Ffor  # Mermory, on write
FCEASELS Go ko »
FLEAIELC Hardware, on access 3
FCoEsElF
roeaagzz2| | v Hex b Hardware, on write b
;EESEE%; Text 4 Hardware, on execution
FCEBESBZA e
]| I 2
e | N
rresed| | % T
T p—— Disassemble
Special r
Bddresz [k Appearance W FECI1
A1 40REEE | Enrearmermeroer-ees BE BA B8 B B8 08 B8 B8 BE 88| .....
El4DEElEl 0e Ba 86 08 6e B0 00 08 B8 80 08 B8 B0 B8 68 Ba) .....
E14DEEZE| BB BA BE 0B BA BE B0 B8 BB B0 BB BB BE BA BE BA| .....
E14DEEZEI BB BA BE 08 B8 BE B0 B8 BB B0 08 B8 BE BE B8 @Al .....

Leave the memory breakpoint on the VirtualAlloc and put another memory breakpoint into
the MapViewOfFileEx API and press Shift+F9, OllyDbg will be break on this piece of code.

HBEASFBES SBCE HMaL ERX, ERX

HBASFEBES EE FUSH EEF

HBASFBES SBEC Hal EEF,.ESP

HEAZFESE SEEE B8 MOU EDX,. DWORD PTR S5: [EEF+21]
HEAZFEBSE SBEZ FC MOY ED, DWORD FTR OS5 CEDH-—41
HEASFE&1 CeEZ &8 MO BYTE FPTR DS:[ED®], &8
HEASFB&4 8BRS @S MOU EDX, DWORD FTR 55: LEBF+21
HBASFB&T FF42 FC IMC DWORD PTRE DS5: [EDX-41
HBEASFBERA 2BEE @3 MOW ED, DWORD FTR SS: [EBF+21]
HEASFBED 2BE2 FC MOW EDE, DWORD PTR OS: [EDK-41
HEASFEYA 2962 MOU DWORD PTRE DS: [EDX], ERX
HBASFEYZ 2B4E @38 MO ERX,DWORD PTR S5: [EBP+21
HERZFEYS 82348 FC @4 AOD DWORD PTR DS: [ERX-41,4
HERSFETYS =] FOF EEF

peASFEPA|  C3 RETH

change the dump windows view mode in order to keep the code disassemble and reach the
RETN instruction (press CTRL+F9), the first PUSH command will be write:

BEAZFESE| SBCA MOL ERF, EAX
BEAIFEEZ| 55 PUSH EBF
BEAZFES3|  SBEC MOL EBP,ESP
HEAZFEER|  S9BSE @2 MOL ED:, DWORD PTR S5:CEEBP+2]
BEAZFEBEE| 8B52 FC MOL ED, OWORD PTR DOS: CEDX-41
BEAZFBEL Co@2 &2 MOW BYTE PTR DS:[EDR], 68
HEAZFEC4|  SBSS B2 MOW EQ, DWORD FTR SS5: LEEP+2]
BEAIFEST| FF42 FC IMC DWORD PTR D5:CEDR-41
HEAZFESA|  SBSS 83 MOW ED=, DWORD FTR S5: CEEP+3]
BEA3FEED| 8B52 FC MOU ED, OWORD FTR DS:CEDX-41
BEAZFEFA| 9982 MOU DWORD PTR DS:CED:], EAX
HEAZFEFZ|  2B45 @82 MOW ER:, DWORD PTR S5:[CEBP+21]
HEAZFEFS| 2248 FC 84 ADD DWORD PTR DS:CEAR-41,4
AEAZFEF3] 50 FOP EEP

ca RETH
BEAZFEFE| 90 HOP
T = =l B = ElISH _FEE

Feturn to BOAZFEAF

Address |Hex dump Jhisassemhbly
B140EEE0 &2 DEEa40E1 [[FUSH 14086888

B140EEE5 HEAR t[EMx].HL
B1406887 HEAR AOO EYTE FPTR DOS5:[EAX].AL
B1408889 HEAAR AOO EYTE PTR DOS5:[EAX].AL
H1408EEE HEAD AOO EYTE FPTR DOS:[ERX].AL
B14088a0 s 5] AOO EYTE PTR DOS:[ERAX].AL
H140888F HEAR AOO EYTE PTR DOS:[EAX],AL
o14pe811| 9a8g AOD EYTE PTR DS:[EAXI,AL

press F7 to execute the RETN istruction.
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This nice piece of code write the three PUSH instruction and the final call instruction:

BENSFETE| 98 HOF
EE FLSH EEF Entry

BENSFETD| SBEC HMOW EEF, ESP

BEASFEFF| B304 F4 ADD ESF,—8C

BaNSFESE| B3 PUSH EEH

BENSFESS|  BE PUSH ESI

BENSFES4| EF PUSH _EDI

BONSFESS| SEFL MOU ESI, ECH

BENSFEST|  S95E Fa MOW DWORD PTR S5: [EEP-51,ED0H

BENSFESA|  SBOS FOU EE, EAY

BENSFESC|  SEFE MOW ECI.ESI

BENSFESE| 8045 Fd LEA ER,DWORD PTR S5: [EEP-CI

BENSFESL|  BA 14088E8 | [OU EDH, 14

BENSFESE| ES BDSFFFFF | CALL BBASSEZS

BENSFESE| SE4E Fd MOW ER, DWORD PTR S5: [EEP-CI

BENSFESE| §94E FC MOW DWORD FTR S5: [EEF-41,EAX

BEOSFEAL| EE PUSH EEF

DoHSFECZ|  ES BAFFFFFF | COLL BBASFESSE Write the PUSH istruction i

BEASFEA? FOF ECH |6 12EE14

BEOSFEAS PUSH _EEF

BENSFERS|  BE4T_dd MO ERX, DWORD FTR DS: [EDI+dd]

BENSFEAC| ES APFFFFFF | CALL @BASFESS Write the PUSH istruction #2

BENSFEEL[ ES FOF ECY

BONSFEEEZ( ES FLSH EEF

BENSFEES| SBCS MOU ER, EBY

BENSFEES| ES SEFFFFFF | COLL @@ASFESS Write the FUSH istruction #3

BONSFEEA[ ES FOF ECH

BENZFEEE| SE4E FC MO ER, DWORD PTR_SS: [EEF-41

BENSFEEE| CEBE ES MOW BYTE FTR OS: [EAX], BES Write the call instruction

BEASFECL| BS 7EZFA48@ | [0Y EAY,BA42F7E

BENSFECE| 2E4E FL SUE ER,OWORD PTR S5: [EEF-41

BENSFECS|  S3ES B SUE ERX,S

BENSFECC| SESE FC HOW ECX, DWORD PTR S5t [EEP-41

BENSFECE| d2 INC EDN

BENSFECG| 5982 HOW DWORD PTR DS: [EDKI,EAN

BENSFECZ|  S34E FO @5 AOD DWORD FTR &5:[EEF-41,5

BONSFEDE| EE FISH EST

BENSFECT| Bl @4 FOL L, 4

BENSFECS|  SESE F4 MO EC, DWORD PTR S5: [EEP-CI

BENSFEOC|  SBCS MO ERY, EBX

BENSFECE| ES 9BESFFFF | CALL @BASE4TS

BENSFEES|  SE4E Fi HIOM ER, DWORD FTR SS: [EEP-21

BEASFEEE| 8947 44 MOW DWORD PTR DS:[EDI+441,EAX

BENSFEES|  SBOS MOU ECX,ESI

BENSFEEE| SBCS MOY ERY, EEH

DENSFEED| ES EESM@@EE | COLL AoA4ZCER G0 into the writed section

BONSFEFZ| EF FOF EDI

BENSFEFS| EE POF ESI

BENSFEF4| EE FOF EEX

BENSFEFE| BBES MOU ESF, EBP

BENSFEFT| ED FOF EEF

BENSFEFS| C3 RETH

BENEFEFS|  S04E B@ LEA ER,DWORD FTR DS: [EAX]

reach the last call before the RETN istruction, and step into by using F7.

= FUSH_EEF
BEAJECEL|  SBEC MOY EEF, ESP

BEA4ECES| S04 Fd ACD ESF, -GC

BEA4ZCEE| B2 PUSH EEX

BEA4ECES|  SE4E 2@ MOL EAY, DWORD FTR DS: [EDM+2]
BER4ECER|  SOES 2 SUE EAX, 28

BEA4ECED|  S2ES B4 SUE EAY, 4

BEA4ECFG| 945 F4 MOU OWORD PTR SS: [EBP-CI, EAY
BEA4ZCFS|  33CE ®OR ERX, EAX

BEA4ZCFE|  SE4D F4 MOW ECH,DWORD FTR 553 [EEF-CI
BEA4ECFS|  S3CL 2@ AOD ECK, 2@

BEA4ECFE|  SEDS MOY EE, EAX

BEA4ECFD|  CLES B2 SHL EEM,2

BER4z008|  ZECE SUE ECH,EBX

BEQ420E2|  SIED SUE ECH.4

BEA4Z0EE|  SEECEE 2@ MOL EEH, DWORD FTR DSz [EDH+EAN#4+26]
BEA4z063 23139 MOU OWORD PTR DS:[ECHI, EEX
BEA4Z0EE 48 INC EAY

BEA4Z0EC|  S3FS 68 CHP EAX, 2

BEA4Z0EF [~ 75 E4 JHZ SHORT BEA4ZCFE

BEA4E011|  SE4E Fd HOL ER:, DWORD FTR S5: [EEF-CI
BEA4E014|  SECE 2@ ACD EAX, 2@

BEA4Z017|  SE4A 44 MOL ECH, DWORD FTR DS: [EDN+44]
BER4Z01A  So9eD MOU OWORD PTR DS: [ERRT,ECH
BEA4E01C|  SE42 48 MOL EAY, DWORD FTR OS: [EON+4&1
BEA4Z01F| 2945 Fg MOU OWORD PTR SS5: [EEP-£1, EAY
BEA4Z022|  SBSE JDEAEEES |MOU EAX,OWORD PTR DS: [EDX+500
BEA4Z025| 945 MOY OWORD FTR SS5: [EEF—41, EAX
BEA4Z0ZE|  31CE ®OR ERR, EAX

BEA4Z0Z0| SEES F MOU ED¥, DWORD FTR S5: [EEF-41
BEA4E056|  G4:Eal@ HMOU OWORD FTR FS:[EAXI,EDX
BEA4Z02Z|  FEPE Fe PUSH DWORD PTR S5:[EEF-21
BEA4Z02E| 9D POFFD

BER4E057|  SEEE F4 MOU ESF, DWORD FTR S5: [EEF-CI
BEA4202A 61 POPAD

BEA4Z0ZE| €2 RETH

BEA4Z05C| S FOF EBX

BEA4Z030| SEES Moy ESF, EBP

BEA4ZDSF| 50 FOF EBP

BEA4ED4E|  CF RETH

BEA4E041|  S04@ @@ LEA ERx,DWORD FTR DS: [EAX]
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This last piece of code is the same which we’ve see during our first analysis, when we’ve try to
stop into the MapViewOfFileEx for the first time, before to enlarge the executable last
sections.

Press CTR+F9 and make some stepping, you should be able to reach the area at the address
014D0000 then step into the call address with F7, reach the 0x00A42F70 call and following the
step brig us to review the call at OxO0A42E8C, step a little and you’re again into the
0x00A42CEOQ call.

Now the execution take from another place on the address 0x014E0000 and we've to trace
again, at some time you return into the previous call and the API is charged into the stack,
perfect, see the code below:

AEH3FEE EL] HOP
5 FUSH _EEF Entru
BEAZFEFD SEEC MOu EEF, ESF
BEAZFETF 232C4 F4 ADD ESP, -BC
BEAZFESE %] PUSH EB:
BEAZFESS =1 PUSH ESI
BEAIFESd EY PUSH EDI
BEAZFBEE 2EBF1 MOU ESI,ECH
BERZFESY 2955 F8 MOU DWORD PTR S5:[EBP-31,EDH
BER3FESH SEDS MOW EEX, EFX
BER3FESC SEFE Moy EDILESI
BER3FESE 5045 F4 LER ERx,DWORD PTR S55:[EEP-C]
BEAZFES1 ER 148HHEER MoL EDx, 14
BEAZFEIE EZ 209FFFFF CALL BBA29B22
BEAZFESE 2B45 F4 MOU ERX,DWORD PTR S5:[CEEBP-C]
BEAZFEIE 2945 FC MOU DWORD PTR S5:[EBP-41,ERX
BEAZIFEAL EE PUSH EBP
BEAZFEAZ E2 BIFFFFFF CALL @8ASFESE Wr-ite the PUSH istruction #1
BERZFERT g9 FOP ECH
BER3FERS FUSH _EEF
BERZFEAS SE47 44 MOU ERx, DWORD PTR DS:CEDI+441]
BERZFEAC ES AFFFFFFF CALL BBASFESS Write the PUSH istruction #2
BEAZFEE] &3 FOF ECH
BEAZFEE:2 =15 PUSH _EEBP
BEAZFEES 2BCZ MOL ERK, EBX
BEAZFEEE E2 2EFFFFFF CALL @8ASFESE Write the PUSH istruction #3
BEAZFEEA =] POP ECK
BEAZFEEE 2B45 FC MOU ERX, OWORD PTR S5:[CEBP-41
BERZFEEBE Ceea ES MOU BYTE PTR DZ: [ERR],BES Write the call instruction
BEA3FEC] ES TAZFR4B80 MOU ERX, BR42F7E
BERZFECE 2B45 FC SUE ERx,DWORD PTR S55:[EEFP-41
BEAZFECS 23EZ @5 SUE ERX,. S
BEAZFBCC 2BEE FC MOU ED:, OWORD PTR S5:[CEBP-41
BEAZFBCF 42 IMC EDX
BEAZFEDE 2962 MOU DWORD PTR DS:LEDR], ERY
BEAZFEDZ 2245 FC &5 ADD DWORD PTR S5:[EBP-41,5
BEAZFEOG =1:] PUSH ESI
BERZFEDY El 84 MaL CL, 4
BERZFED? SEEE F4 MOU ED, DWORD PTR S5: LEEP-C]
BERZFEDC SEC3 MOW ERX, EEX
BERZFEDE ES 9SESFFFF CHALL BBASE4YS
BEAZFEES ZE4E FE MOU ERX, OWORD FTR S5:[CEEF-2]
BEAZFBEE 2947 44 MOU OWORD PTR DS:[EDI+441,ERX ERA¥ = API address
BEAZFEBES 2BDE MOL ED, EST
HEA2FEEE 2BCZ MOL ER, EBX
BEAZFEED EZ2 EESBREEA CALL @8A42CER Go into the writed section
BEAZFEFZ EF POP EDI
BERZFEFS SE FOF ESI
BEA3FEF4 SE FOF EEX
BERA3FEFS SEES MW ESF, EEF
BER3FEFY =11 FOF EEF
BEAZFEFS cz RETH

Look into the EAX register you’'ll found the API address or simple code address that will be

called at the subsequent POPAD / RETN istructions (which is inside the call 00A42CEOQ).
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= FUSH EEF
BER42CEL SBEC Mol EBF,.ESP
HER42CES 23C4 F4 AODO ESP, —EC
BEAR42CES B3 FUSH EEX
BEAR42CEY SB42 2@ MO ERX,DWORD PTR DS: [EDX+2A1]
BEA4ZCER S3ES 28 SUE ERX,.zA
BEA4ZCED S3ES B84 SUB ERE, 4
HEA4ZCFE 2945 F4 MDY DWORD PTR ; LEEF-C1,ERX
HEA4ZCF 3 33C8 #OR ERX, ERX
HEA4Z2CFS 2B4D F4 MO ECH, DWORD FTR SS: [EEBFP-C]
BER42CF2 22C1 2@ AOO ECX, 28
HER42CFE SBDS HMal EBX, ERX
BEAR42CFD ClEZ2 @2 SHL EBX,.Z2
BEAR4 20808 ZBCE SUE ECH,EBX
BEA42062 S3E9 B84 SUE ECH,. 4
BEA4Z0E5 SBECEZ Z@ MOY EBEW, DWORD FTR D0S: [EDE+EAR#4+Z2E]
HEA4Z0E3 19 MOY DWORD PTR DS: [ECK],EBX
HEA4Z0EE IMC ERA
HEAR4Z0EC 83F3 as CHF ERX. S
BER4206F [~ 75 E4 JHEZ SHORT BEA42CFS
BER42011 SB4E F4 MO ERX,DWORD PTR SS: [EBP-CI
BEAR42014 223CH 20 AOO ERX, 26
BEAR42017 SB4R 44 MO ECH,DWORD FTR DS: [EDX+44]
BEA4201A 2983 MOU DWORD PTR D5: [EAX],ECH
BaR42010C SE4Z2 48 MOU ERE.DWORD PTR DS: [EDR+42]
BEA4Z01F 2945 Fg MOV DWORD PTR S5: LEEBP-21, ERX
BER4Z0Z2 SB82 S0DBaEneaa | MOU ERX.DWORD PTR DS5: [EDA+90]
HER4Z2025 8945 MO DWORD PTR S5: [EEBP-41,ERX
BEA4Z20Z2E 21CE #»OR ERX,.ERX
BER42020 SBEE FC MOW EDE, DWORD PTR SS: [EBP-41
BEAR4 2020 &4:8910 MO OWORD PTRE FS: [ERX], EDHX
HEAR42022 FF7S F& PUSH DOWORD PTR S5: [EEBP-21
BEAR4Z2026 FOFFD
HEA4203F SBEE Fd4 MOU ESF,.DOWORD FPTR 55: [EEBP-CI]

=3} FOFAD

Ca RETH
HEA4Z203C =1:] FOF EBEX

HOU ESF, EBF

B14EBEE8

SEF1829C7F

BEALISF3E] JMP to kernel3Z2.GetModu leHand ler
BEA347FAC| ASCIT "kernel32.dLL™

then we know what way ASProtect keep to perform the jump into the code and API. Referring
only to the API sequence I'll report below what sequence I've found.

GetModuleHandleA
GetCurrentProcess
GetProcessAffinityMask
GetModuleFileNameA

After the GetModuleFileNameA execution when you're are going back into the POPAD / RETN
instruction look at the EAX register, this tell us about the target executable full path:

AEA4 2020
AEA4 2036
HEA4 2032
BEA4 202
BoR42037
AEA4 2020

AEA4 2030
HEA4 2020
BER4203F
aoRg4 2048

GiAA 3R A A

MOW ED, OWORD PTR S5: [EBP-41
MOU DWORD PTR F3: [EAX],ED-
FUSH DWORD FTR SS: [EBF-21
FOFFD

MOW ESP, OWORD PTR S5: [EBP-C]
FOPAD

RETH

ETHM
I'Ch CAY MWADA DTS A FEAYT

Sldx| wjn] wiiv 4 W 4 LlEMT|WH|c|/|K|B[R[.|5] Z[H]?]

#» | Begisters [FFLD < < “ < < “

Now if you press Shift+F9 the next API will be the:

BEIZFALIDY ASCIT "C:~Temp-UnFackMe_RASProtect.Z.2.84, 26, 9.exe™

BAASZ0AC
BE1ZFoF4
HE1ZFE44
BEACFFES
SEFLEec?

BEA4203E

CreateFileA

With this stack structure:

BE1ZFIBC
BE1ZFaCH
BE1ZFICH
BE1ZFACE
BE1ZFACC
BE1Z2F2a0
HE12F904
HE1Z2Fa02
Bai2F30c

214E888E
Ba12FALD
SEaaaERE
BEEaa88a1
BEEEEEERE
BEEEEEA
B2EEEEEE
BEEEEEERE
2EF189CY

?ESBfH24 RETURH to kernel32.CreateFileR
ASCII "C:~Temp~UnPackMe_ASProtect.Z.3.84.26.9.e0e™
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From MSDN we have:

CreateFile / CreateFileA info

CreateFile

The CreateFile function creates or opens a file, file stream, directory, physical disk, volume, console buffer, tape drive,
communications resource, mailslot, or named pipe. The function returns a handle that can be used to access an object.

Windows Me f98795: The file systern restricts CreateFile to creating or opening files, and opening COM
ports, You cannot create or open the objects that are identified in the first paragraph of this topic,

HANDLE CreateFile(
LPCTSTR 1pFileffemns,
IMOED drilaesiredidccaess,
MORD dithareMods,
LPSECUBRITY ATTEIBUTES lpSfecurityidiiributes,
IMORD delresticnlisposition,
IMORD dwllegsdmnddtiributes,
HANDLE LTenpleteFile

if the function succeed the returned value was the handle to access the object the ASProtect
use the CreateFileA in order to keep a valid handle to access further the file on the disk and
perform the check.

Well let’s go straight, execute the RETN istruction.

BE1Z2FACH| BElz2FALD FLleHame = "C:-Terp~UnPackMe_ASProtect.2.3.84.26.9.ene™
BE1Z2FAC4| SEE0EEEa (| Access = EEHERIC READ

galzFace| eoeeeeal|| ShareMods = FILE_SHARE_READ

BE1ZFICC| BoEEEEEE (| pSecur ity = HULL

AE1ZFI08( @EEEEEES (| Mode = OPEM_EXISTIMG

AA12F904( B2AEEEEE(| Attributes = SERUENTIAL_SCAM

HE12F902) BEEEEERE (LhTemplateFile = HULL

814EE;EIFJB |:I2FILL to CreateFiled
BE1ZFI0C| SEF189CTF

press CTRL+F9, now EAX keep your file handle and you're back into the bridge code:

ED GEGEAEG] | PUSH 14E0EGH
GI4EAGES| &2 A2C2A4RE | PUSH @A4C202
Gl4EAGEA| &2 747DADBE  |PUSH GACTOV
Gl4ERGEF|  EZ ECZFEEFF  |CALL BRA42FFA
Bl4EAG14|  GEGE ADD EBYTE PTR DS:[EAXI,AL
GRS [ GILD 513 (FUTH 05 [dTerall oL

Press again Shift+F9 and when OllyDbg break you've the API name in EAX now is the time of
CreateFileMappingA API:

Toa7 4% FOU DWORD PR O5: LEDI+447, EAR EA% = AFI =ddress I reaicters (FFL <
SEDe [ B ERy [PLBE94EL) kerne |52, CoeateF | LeNapp ingA
. ) ) . ECH B1dEmmmE
EZ EEZ@8008 CALL @aR4ZCcER Go into the writed section E0M BE12FaCs
g5 o [ EEY GEAOTOTE
o ROqES ESP GB1ZECHE
EEF GH1ZECSS
BEES HOU ESF, EBF B e
= B EOI GE1ZE013
040 Bo LEA ERA, DWORD PTR OS: [EAX] EIF GEASFEES

execute the RETN istruction after the PUSHAD and we're into the API entry point:

BA12F9C4| BEEEEEFC(| hFile = BEEEEEATC (windowl
BE1ZFICE|( Doop@EEE(l pSecur ity = HUL

BE1ZFICC| BEEEEEEE (| Protect ion = PHEE_HEHDDHL?
BE1Z2F200| BoEEE0EE(] Max imumSizeHigh = @
BE1Z2F204]| BOEEE0EE|] Max imumSizelow = B
BE12F908| B0EEEAEEE| LMapMame = HULL

H14EQEEa [CHLL to CreateFileMappingA
BE12F90C| BEF189CTF
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Well also in this case MSDN will help us (this is just for info not yet useful for our task):

CreateFileMapping info

CreateFileMapping

HANDLE CreateFileMapping(
HANDLE hFils,

DORD fllProteck,
IMMORD dedfexF w7 maH7 ol
DWORD cdpdfe ximumSisselow,
LPCTSTR 1piMame

yi

fifrotect

¥Yalue

PAGE_READCMNLY

PAGE_READWRITE

PAGE_WRITECOPYT

PAGE_EXECUTE_READ

PAGE_EXECUTE_READWRITE

With this value:

PAGE_NOACCESS
PAGE_READONLY
PAGE_READWRITE
PAGE_WRITECOPY
PAGE_EXECUTE_READ

LPSECURTITY ATTEIBUTES 1pdtéributeas,

related the protection file flag we've:

0x01
0x02
0x04
0x08
0x20

PAGE_EXECUTE_READWRITE 0x40

Creates or opens a named or unnarmed file mapping object for a specified file.

To specify the MUMA node for the physical memory, see CreateFileMappingMuma.

[in] The protection for the file view, when the file is mapped.

This pararmeter can be one of the following values.

Meaning
Gives read-only access to a specific region of pages.

An attempt to write to a specific region results in an access
violation, The file that the AFifs parameter specifies must be
created with the GEMERIC_READ access right,

Gives read/write access to a specific region of pages.

The file that AFfs specifies must be created with the
GEMERIC_READ and GEMERIC_WRITE access rights,

Gives copy-on-write access to a specific region of pages,

The files that the Afide parameter specifies must be created with
the GEMERIC_READ access right.

Gives read and execute access to a specific region of pages.

The file specified by AFe must be created with the
GEMERIC_READ and GEMERIC_EXECUTE access rights,
Windows Server 2003 and Windows XP: This

feature is not available until Windows ®P SPZ and
Windows Server 2003 SP1.

Gives read, write, and execute access to a specific region of
pages.
The file that AFfs specifies must be created with the
GEMERIC_READ, GEMERIC_WRITE, and GEMERIC_EXECUTE
access rights,

Windows Server 2003 and Windows XP: This

feature is not available until Windows ®P SP2 and
Windows Server 2003 SP1.
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This API open a file mapping object that we can use to perform a file mapping by using the
MapViewOfFile API call, to proof this sentence simply press again Shift+F9, we’ve a first:

CloseHandle

Again press Shift+F9 and finally we're able to reach our API:

Todr 44 TIOU OWORD FTR O5: LEDLI+441, EAR |EAR = APL address ~ |Reaizters (FPU)
o e = e [t ERY [PCEBEFSD) kerrne L2, Haph LewlfF L e
. ) ) : ECH B14EBREE

BEASFEBED ES EEZ88ER8E CHLL HBA42CEA Go into the writed section

E0X BE1ZFICT
DBAZFEFZ2| GF FOF EDI

EEX BEADTO7S
DBAZFEFE| GE POP ESI 5 B
GBAZFEF4| GB POP EEX eorXoaisEcan
GERZFEFS|  BBES Moy ESP, EBP
BEAZFEF?| 5D FOF EBF ESigonicEnls
DBAZFEFS| C3 RETH
PEAZFEFS|  £048 @@ LER EAX,DWORD PFTR DS: [EAX] EIF BEASFEEES

again Shift+F9 to reach the POPAD / RETN instructions:

R B AL I e [
L L
BER42023| FF7E F3 PLSH DWORD PTR 55:[EEP-5] EDx FCRLEEDY nvdll.KiFastSystental lRev
BEA42D2E| 90 POFFD £ pampnart

BEA42037| GBEE F4 MOU_ESF,DWORD FTR $%:[EBP-CI S R

sohizbaal et POPAD EST FFFEFEER

T TEER B EDI B14Co0EG

BOA4Z030| SBES EIP BBA42D36

TCEAEFE0| kernel32.MapliewlfFile
B 14ERREEA
BEERRESE
BEHEHEEES
BEEREEEE
BEEREEEE
BEEREEEE
BEF189C7F
HE1ZFIEB| BBACFFES

or to better understanding:

FCRHEFE0 kerne 232, Hapl iewlfFile
a14EBp8a8
BEEAE8SE
|55 ]5 5] TsTsE
[ 5155 [ 5T T 5]
|55 5 [ 5T T ]
[5155 [ 5T T ]
86F 183C7

Moy EDI,EDT

HE7EF =1 FUSH EEF
TLCEBETIR SEBEC HMaw EBF, ESP
TLCEBETIZ &A Ba FUSH &
FTLCEEETS4 FF7E 18 FUSH DWORD FTR S5:[EBF+121
FTLEBETSY FF7E 14 FUSH DWORD PTR S5:[EEBFP+141
FLCEEEYOA FF7E 1@ FUSH DWORD PTR S5:[EEBFP+181]
FLCEEEYS0 FF7E @C FUSH DWORD PTR SS: CEBFP+C]
FCEBEYRAD FF7E @3 FUSH DOWORD PTR S5: [EEBF+2]
FCEEEFAS EZ F&FFFFFF CALL kernel32.MaplliewlfFileEx
TCEEETYRAS =] FOF EEF
TCEEETAD CZ 1489 RETH 14
TCSEECAC|  BIFE pOBEDEds |CHF ESI,40008080__

B14EB888 FCALL to MapllicwlfFile
i+ BEEEEEZE || hMaplbisct = BOBHEEZE [window)
40 BEEEEEAY || Acces<Mods = FILE_MAP_RERD
F+1e QaEEeEaa | Off=etHigh = @
F+14 BREEEEAA | | Of f=etlow = @
$+13 BREREEEA kMapSize = B
i+1C SEF133C7

ok from this we have the first difference from the previous version, now with the new
ASProtect release we can simply break into the MapViewOfFile entry point, no need for break
in MapViewOfFileEx because this time the API will be directly called.
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Well until this point the API's sequence was:

GetModuleHandleA
GetCurrentProcess
GetProcessAffinityMask
GetModuleFileNameA
CreateFileA
CreateFileMappingA
CloseHandle
MapViewOfFile

Press CTRL+F9 to reach the MapViewOfFile API RETN istruction, EAX keep the file image

base address.

TCEEEYEE C2 12668
TCEBETYEE =5

TCEBaETED 28

FLCEEEYEA =5

TCEEETEE L]

TCEEETEC ]

TCEEETE0 SEBFF

TCEEETEF EE

TCEBETE SBEC

TCEEETS2 50 BE

FTLCEEET 94 FFFE 18
TCEEETSY FFFE 14
FLCEEETSA FFFE 1@
TCEEET20 FFFE HC
TCEEEYAE FFFE B&
?EBBB?HS EE FEFFFFFF
?CBBB?HB C2 14B@8
TCEBETAC 21FE Ba8aa04a
FCEHEYEZ|~ HFE4 09436188
g

@14Faaaea
ai14Faala
ai14Faaza
a14Faaza
al4raada
a14Faasa
A14Faaca
Ai14Faasea
a14Faazea
A14FaasE
B14FaaRE
a14Faaea
a14Faacea
al4raana
A14FaaER
al4Faara
aid4Falag
al4Falia
ai4Falze

Fad AT S

RETH 1%

M
HOU EDT,EDI
PUSH EEF
HOU EEF, ESF
PUSH @

DWORD FTR
DWArRD FTR
DWORD FTR
DWARD FTR
DWArRD FTR S5t
LLEEErnELBE .MaplliewOfFileEx

:[EBFP+121]
:[EEF+141]
:[EEF+1@]

RETH 14
CHP EST, 4BEE6E6E

JE kernel32. FLE1FET1
A &

Registers (HHH]

B14FEE0E
961 2F 958
FLI1EED
BEBEEETC
861 2F 9L
531 3F 9CE
FFFFFFFF
B14CHa08

TCEBETAS

B ES
1 CS
B 55
o F2

BE12F2F4 B G5

a

5]

oO—nrDme

LastErr
BEEEE24E

EFL

t be run
rmode.

.:ﬂ..f...
Y

yep @ this look exactly for the file mapped image.

A¥|| R.A. =mal=1Th
IS program canno

PE LEﬂ -I-E"FI
#E&Ei E#

ntdll.KiFastSustemCal IRet

kernel32. FCEEEVAS

22bit BIFFFFFFFF)
3zbit BIFFFFFFFF]
22bit BIFFFFFFFF]
3zbit BIFFFFFFFE]
32bit PFFDE@EE(FFF)
HULL

ERROF_SUCCESS (BE0EE0EE)
(M0, HNE, E, BE, M5, PE, GE,LE]

in DOS

) - P
LA

Execute the RETN istruction and we're redirect to the ASProtect bridge, then let’s trace a little:

£5 DOEEAEE]

B14EBEES) &2 BYCIA4EE
H14EEEEA| &2 74F0DADEA
G14E888F)  ES SCEFREFF
B14EEE14| BERE
Bl4EEAELE|  BERE

| PUSH 14EREGEGE
PUSH BA4CIET
PUUSH BADTOT
CALL @BR4zZF7e
AOD BYTE FTR DS:C[EAXI.AL
AOO BYTE FTR DS:CEAX].AL
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Press Shift+F9 twice and we're into our POPAD / RETN istruction, now we're jumping into this
piece of ASProtect code (offset 0x00A24B2C - 0x00A10000 = 0x0014B2C):

| Benz4EzC RS FUSH EEF

BORZaEZ0|  SBEC MOU EBF,ESP

AEAZ4EZF| 2304 FB A0 ESP. -1

BEAZ4EZZ| 53 PUSH EBX

BEAZ4EZE| G PUSH EST

BEAZAESA| G940 Fd MOU DWORD FTR S5:[EEF-C1,ECH
BEAZ4EST|  S9ES Fa MOU DWORD FTR S5: [EEF—81,EDH
BEAZ4ESA|  E94E FL MOU DWORD FTR S5: [EEF—d41,EAx
AEAZ4E30|  SBFS B MOW ESI,DWORD FTR S5: [EEP+2]
AGAZ4E4G|  SECE MOU ERHESI

AGEAZ4E4Z| B9 SPPAREBA | MOU ECH, 32

BEAZ4Ed47| =302 %0R EDX. EDX

BEAZ4E43| FrFL DI ECH

BEAZ4E4E| 2945 FB MOU DWORD FTR SS: [EEF-1@1,EAX
BEAZ4E4E| EBE S1PAPEEA | MOU EEX, 31

BEAZ4ESE|  BECE MOU ER. EBX

BEAZ4ESE|  FTED F@ IAUL OWORD FTR SS:[EEF-181
AGAZ4ESS|  SEDE MOW EDH,ESI

AGAZ4ESH|  ZEDD SUE EDX,EAX

AEAZ4EEC| 52 PUSH EDH

AEAZ4ESO|  SE4D F4 MOl ECH,DWORD FTR S5: [EBP-CI
AEAZ4EEE|  BBCE ADD ECH.EQX

AEAZ4EEZ|  SBEE FE MO ED.DWORD PTR S5: [EBP-21
BEAZ4EES|  SE4E FL MOl ER%.DWORD FTR S5: [EBP-41
AEAZ4EES|  ES AEFFFFFF | CALL BRAZJELS

BEAZ4EED| 4B DEC EEX

BEAZ4EEE|  SEFE FF CHF EEX, -1

AEAZ4ETL|~ 7E E@ JNZ SHORT B@AZ4EES

AEAZ4ET3| SE POF ESI

BEAZ4ET4| 5B POF EBX

BEAZ4ETE|  SEES MOU ESF,EEFP

BEAZ4EY?| 5O FOF EEF

BEAZ4ETE| L2 B488 RETH 4

BBR24EYE| 2@ MOP

look also at the register window:

ECH B14FRARAM

EEX B14FaE06
ESF @alzrFa04
EEF 8812F2F4
ESI 8l4Faang
EDI Al4CaaRa

EIF B@Rz4B2C

ECX keep the base address for the mapped file, then we can remind some offset which came
from the area which was allocated at address 0x0046C50F by means the first VirtuaAlloc API
call. A good redirection point may be at the address 0x00A24B34 or to better say at offset
0x0014B34.

Note

Let me say from a general point of view to take care of this offset because we really don’t
know now if this piece of code was executed for the first time or if this can be executed more
time. At this stage we can just remind this offset for future (hope useful @) reference.

Then to speed up our finding we have to reach the ASPACK code and the perform a binary
search with this pattern:

55 8B EC 83 C4 FO 53 56 89 4D F4 89 55 F8 89 45 FC 8B 75 08 8B C6 B9 32 00 00 00 33 D2
F7 F1 89 45 FO BB 31 00 00 00 8B C3 F7 6D FO 8B D6 2B DO 52 8B 4D F4 03 C8 8B 55 F8 8B
45 FC

this gave us the function, the first execution keep in EAX our file image mapped base address.
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Also pause a second, go into the dump window, press CTRL+G and type in the file image
mapping base address, in my case 014F0000 (generally speaking this value may be different
because we deal about a run-time area), then press CTRL+B and perform a string search for
the text .adata:

Enter binary string to search for E|
a5l [Ladata

IMICODE |

HE<+0E [2F 61 64 61 74 61l

[¥ Entire block. J J
[ Case sensitive 0k, | Cancel |

press OK and you should see:

[E1aFe=cn
B14FEZAE
A14FBZEA
B14FE2CA]

2E 61 64 61 74 &6l B8 BB GG 18 BA BR BE EQ BE OO
S]] HE BB B8 DB BF G688 BE OB GG 88 BE 06 G0
S]] BE G648 B8 GO EG A8 AR OB GG A8 AR OB 66
BB B8 B8 BE BB B8 B8 AR BB A8 BA AR GG 68 BA BA

adata...h...ﬁ&ﬁ
N

the red squared parameter was the RAW-SIZE value that we’ve change to 0x1000 (offset from
the base address 0x2A1), then simply change it back to the original value hence set it to 0O,
but... hey what happen, OllyDbg tell us that we can’t change anything from this area:

Error g

@ IUnable ko write to memaory of debugoged process (014F02A1,.014F02817,

that’s right bcz we don’t have the right access to write into this area which is committed from
the process, to write in we've to access direct from the process area (by our patching code for
example) and also we have to change the file image mapping access attribute before call the
MapViewOfFile. Well we've to restart now and try some other things before finish.

Hint

If you don't like this way to found the RAW-SIZE value I'll tell you another way. Go into the
dump window and press right click then select Special -> PE header, now the dump window
is able to show the area contents as this is a PE header section, scroll down a bit ad search for
the .adata section (this is the last one), here you've the RAW-SIZE parameter in a more
readable form.

Now simply press Shift+F9, OllyDbg should break into the first placed hardware breakpoint:

BER4ESEB| 55 FUSH EEP
BER4ESE]L SEEC MO EEF, ESP
BER4ESEZ|  S83C4 B4 HDO ESF,—4C
HEA4EEEE|  BE BEEZA4EE MOU EAK, BA4EZES
BEA4ESEBE| EZ2 C3FFFCEE CHLL @aRisnas
BEA4ESCEH|  EZ2 FB4FFCFF CHLL BEA12E5CH

BEA4EECE| 2046 B8 LERA ERX,OWORD PTR DS: [CEAX]
BEA4ESCE|  BEEE AOD BYTE PTR DO5:L[EAX1, AL
HEA4EECA| 8000 ADD EYTE PTR DS:[ERXI, AL
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Place a memory breakpoint (F2) into the MapViewOfFile, press Shift+F9, we've a first break,
press again and we’ve another break. Look into the stack window and change the access
attribute from 4 to 1 (you can edit it directly into the stack window, right click and modify).

Now press Shift+F9, we have a break into the code which save in ECX the base address, write
this code:

HEAZ4BZT Cz2 BdiEa RETH 4

HEAZ4EZA SECE MOU ERE, ERX

HEA24B2C EE FUUSH EEF

HEAZ4B20 SBEC MOU EBP, ESP

HEAZ4B2F g3c4 Fa ADD ESP,-18

BEAZ4B3Z =] FUSH EEX

BEA24E33 & FUSH ESI

HEH24E234 5881 AlEz2Eaa8 HSE EYTE PTR DS:[ECK+2A11,8
BEH24B30 L) MOP

HEAZ4E20 SEYE @3 MOL ESI,OWORD FTR S55:[EBF+E]
HEAZ24E48 SBECE MOW ER:, EST

HEAZ24E42 B9 SZEaasas MOW EC, 22

HEAZ24E4 7 302 HOR ED:, ED

BEAZ4B49 FrF1 OIW ECH

BEAZ4B4E 2945 Fa@ MOL DWaRD PTR S55: CEEBFP-181, ERRX
BEAZ4E4E EE Z18@gs5aa MOW EE=, 31

BERZ24B53 SEC3 MOY ER=, EBX

HERZ24B55 FraD Fa IMUL OWORD PTR S55: CEEF-1@1
HEAZ4BES SEDOE MO ED, ESI

HEAZ24BEA 2B0E SUEB EDM, ERY

HEA24BEC E2 PLISH ED

HEAZ4BED SB40 F4 MO ECH, OWORD PTR S55: [EBP-C1
HEAZ4BEE \Icg ADDO EC:, EAX

BEAZ4BGE 2BEE F3 MOL ED, OWORD PTR S55: CEEP-21
BEAZ4ECE SB4E FC MOL ER, DWORD PTR SS5: LEEP-41
BERZ24B63 ES AEBFFFFFF CALL BER24B13

BERZ24B60 4B DEC EBEwx

HERZ24BGE S3FE FF CHF EBEx, -1

HEAZ4EF1|~ 75 EB JHE SHORT B8AZ4EES

HEA24B7 3 EE FOP ESI

HEAZ24E7 4 EB FOP EEX

HEAZ4BFE SBES MOW ESP, EEP

BEAZ4BF YT =1n] FOF EEF

Gouzinc| gz esee RET 4

and execute it by press F7 once, look at the dump window which was focused to the mapped
image area:

A14FE=968] ZE 61 64 61|74 61 BE DE| 686 18 86 08|88 ER BB 86| . adata...k...0d. |
B14FBAZAE| B fEE 68 B8 B0 DG B7 B8 60 06 08 88 00 06 68 88) Q... )
B14FEZEE| BE BE B8 BA 40 B0 B8 EB GO 00 B8 BE 00 68 B8 B8) ... B .0, ... ...,
Al ACGRI™GED QG Ad AE QG An Am An Anl G Gn G GGl A GE GiE Ak

ok, now we're able to change the data because all the condition was satisfied:

we've the right access (READ and WRITE) to the mapped image area;

2. the patching instruction has to be executed inside the process space or better say
inside the space of the process which have created the mapped image; if you try to
change this byte directly from OllyDbg (regard you have set the right access flag) you
will reach again another write error like the previous one.

Error g|

@ IUnable ko write ko memary of debugged process (014F02A1,.014F02417,

ok after this little secret @ we’ve to restore the code and go on in our analysis.

Then highlight the modified code, right click and choose the Undo selection option or simply
use the shortcut Alt+BkSp as you like.
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TES1 ALBZGEEE MO0 BYTE FTR O5: ECA+ZA1T, B
S HOF
S HOF
BEAZ4EZ0| SEVE @8 MOU ESI,OWORD FTR S5: [EEF+2]
BOAZ4E48| SBCE HOL EAK, EST
BEAZ4E42| B9 SoMBBROE  |MOU ECH,S2
BEAZ4E4T| 3302 HOR EDN, EOX
BEAZ4E43| FTFL DIU ECH
BEAZ4E4E| 5945 Fa MOU OWORD FTR S5:[EEF-181, EA
BEAZ4E4E| EE S1ABEREE  |MOU EEX,S1
BEAZ4ECS| SBCS MOL EA, EE Acsemhle
BEAZ4ESE|  FreD Fa IHUL_DWORD PTR S5: [EEF-18]
BOAZ4ECS| SBDE FOW EDX, EST Label :
BEAZ4ECA|  2ED@ SUE EDH, EAX
BEAZ4ESC| 52 FUSH_EDH Comment ;
BEAZ4ES0|  SE4D F4 MOW ECH, DWORD FTR 55: [EBF-C]
BEAZ4EER| BICE AOD ECH, EAX Breakpaint C
BEAZ4EEZ| SEEE FE MO EDi, OWORD FTR 55: [EEF-2]
BEAZ4EEE|  SE4E FL MOL ER, DWORD FTR SS:LEEFP-4] - N
BOAZ4ESE| ES AEFFFFFF | CALL BBAZ4E1S Mew origin here Chrl+Gray

Now the code was restored to the original form (what we are doing now in manual way must
be performed by our inline code, I'll just show you how we’ve to proceed, but also remind that
our inline code have to restore also other byte than the single RAW-SIZE data into the PE
header, in fact we have also to restore the byte related the first redirection at the end of the
first decryption loop, address 0x0046C1AC).

Now we've also to reset the instruction pointer (EIP) to the restored instruction, put your
mouse into the MOV restored instruction and do a right click then choose the New origin here
option like I show below:

Now after pressing Shift+F9 we experienced other break in this point then we've to set a

BEAZ4B21 2B40 B8C
BEAZ4B24 2BFD B2
BEAZ4BET 2B4E 1@
BEAZ4B2A 2R6E
BERZ4E2C SE4D 14
HEAZ4BEF (-~ 72 18
BERZ4E3 ]
HEAZ4B93(~ 75 14
BEAZ4EAL g1

AT A P -

MaL ECH, DWORD PTR
MaL EDI, DWORD PTR
MaL ER, DWORD PTR
MOU AL, EBYTE PTR DS
CHF_ECH, DWORD FTR
JE SHORT BARZ4BRZ
REFHE SCHS EYTE FT
JME SHORT BBRZ4BRS
FUSH ECx

O e

Bookmark,
Fun Scripk

Dump debugged process

Appearance

BoHZaESa| | 240 F4 MOW DWORD FIR Soil
GOAZ4EST| 8955 F& MOU DWORD PTR 55:[  Backup b
GOAZ4EZA| 8945 FC MOU OWORD PTR 55:C
GEAZ4ES0| 8BTS 08 MOL ESI,OWORD FTR | Copy b
BEAZ4E4E| SECE MOU ER.ESI .
BOAZ4E4Z| B9 S200@EPA | MOU ECH, 32 Einary r
BEAZ4E47| 2202 wOR ED%, EDH
BEAZ4E49| FPFL OIU ECH Assemble Space
BEAZAE4E| 8945 F@ HOU DWORD PTR $5:0 | . ,
GOAZ4E4E| BB 31000808 MDY EE, 31 A
GOAZ4ESZ|  BECE MO ER, EEX Camment .
BEAZ4ESS|  Frel F@ IMOL OWORD FTR S5: i
GOAZ4ESE|  GEDG MOU ED%, ESI Breakpaint
BEAZ4ECH|  ZEDB SUE ED¥, EAX
e e B
" 2 DL ==
BEAZAECEH|  BECE AOD ECH, EQX e origin here
BEAZ4EEZ|  SEEE FS MOU EDX,OWORD PTR | o ko
BEAZAEES | SE45 FC MOL ER.OWORD FTR
GoAZ4E5Z| ES ABFFFFFF | CALL GEAZ4B1S Fallow in Dump
BEAZ4E0| 4B DEC EEX
GOAZ4EEE|  83FE FF CHE EBEX, -1
BEAZ4ETL |~ 75 EM JNZ SHORT @@AZ4BS3  Search For
BEAZ4E7s| EE FOF ESI .
HEA24EY4 [=Y=] FPOFP EBX Fll'llj references ko
BEAZAETS|  BEES HOL ESF, EEF .
BEAZ4ET?| ED FOF EEF Analysis
BorodEct| Sg o e
BEAZ4EFC| G5 FUSH EEF Detach Process
o Ee
BEAZ4EDE| EF PLSH EOT Process Patcher

counter because the patch must be applied one and one time.
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Continue with Shift+F9, you keep other breakpoint into the MapViewOfFile, remove this
breakpoint and again with Shift+F9 until...

Teddy Rogers / SnD Team 2006 X

&5Protect SKE 2.3 (Build 04, 26) UnPackMe
! (Resources Pratection + Preserve Extra Data Enabled)

&l Pratections Enabled

If wou unpack it please write a tutaorial & mail it to me.., )

yep it runnnn then we’ve successfully defeated the CRC now @

Stop again yourself from singing and think about how we can change the access properties
byte before run the MapViewOfFile API, we've proof what we can defeat the CRC stuff but
we've another point unsolved, a suitable hook point was at the famous POPAD / RETN point,
here we’ve all the API calling the we can also set another counter and break only when we've a
match from our counter, we're sure for the MapViewOfFile API and then go to change the
access mode for the file mapping area.

Ok then now is time to found a easy way to recover the redirection point at the POPAD / RETN
instruction, then you’ve basically two way, one follow the Madman binary search as him show
in [1] or simply after you reach the ASPACK code perform a binary search for:

8B CO 55 8B EC 83 C4 F4 53 8B 42 30 83 E8 20 83 E8 04 89 45 F4 33 CO 8B 4D F4 83 C1 20
8B D8 C1 E3 02 2B CB 83 E9 04 8B 5C 82 20 89 19 40 83 F8 08

Place a breakpoint into the RETN istruction after the POPAD and press Shift+F9, now you've to
count the number of time you reach this breakpoint and stop counting when you see into the
stack the MapViewOfFile text string, my count for this unpackMe was equal to 46.
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Well in order to reassuming the step that we’ve to do in order to fix the CRC we have:

1. Reach the ASPACK sequence
2. To identify the first redirection perform a binary search for:

8B CO 55 8B EC 83 C4 F4 53 8B 42 30 83 E8 20 83 E8 04 89 45 F4 33 CO 8B 4D F4 83
C1 20 8B D8 C1 E3 02 2B CB 83 E9 04 8B 5C 82 20 89 19 40 83 F8 08

3. Place a breakpoint into the RETN istruction.
4. To identify the second redirection perform a binary search for:

55 8B EC 83 C4 FO 53 56 89 4D F4 89 55 F8 89 45 FC 8B 75 08 8B C6 B9 32 00 00 00
33 D2 F7 F1 89 45 FO BB 31 00 00 00 8B C3 F7 6D FO 8B D6 2B DO 52 8B 4D F4 03 C8
8B 55 F8 8B 45 FC

5. Place a breakpoint into the MOV DWORD PTR SS:[EBP-C],ECX istruction.

6. Press Shift+F9 and increment the counter#1 every time you reach the breakpoint until
you can see into the stack the MapViewOfFile API name, when you reach the counter
number change the access right by perform a MOV BYTE [ESP+0x0C],0x01 instruction.

TCEEETS0] kerne 132, MapliewlfF i le

ii | Dospanos

543

540 HHAHEEC | )

$+10 HEQEEEEE Change to. 1
5414 AEGERHEE

t+ig BEBEEEEE

F+IC BEF153CT|

7. When you break into the second redirection (see point 4), check if the counter#2 was
equal to O, if yes keep ECX and perform the byte restoring into the PE header image
(offset 0x2A1l) and into the file image section (offset 0x002B1AC), increment the
counter to prevent further access to this patching point.

8. Open the memory window into the .adata section and see if some byte will be set to
zero from ASProtect, found the first byte to 0x90 this is the place how we’ve to place
the subsequent cave code.

9. that’s enough for the file integrity check.
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After this big in-deep analysis we can return to the last things the memory integrity check, to
found this simply put a memory breakpoint into the first byte of the OEP (if this isn't
obfuscated) or into the fake OEP (you can found it by using the exception method) and press

Shift+F9 to run the program, we should break into the decompression loop:

HEBECEFE Al ECFAB&EB MOW ERx, OWORD FPTR O5: [BEFAGSC]

HEBECEAS CE@d CF MOU EBYTE PTR DOS:LCERX], BCF

HEEECERE |~ EB FE JMP SHORT BBESCESE

HEEECEES| »ES SFEFFCFF CALL HEB3254C Decompression loop — START

BEEECEAD SEOS MO EER, ERE

HEEECEAF SB45 EC MOW EAX, DWORD PTR S55: [EEP-141

HEBECE1Z SEEE MO ER, DWORD PTR O5: CERAR]

HEBECE14 \345 EZ AOO ER:, OWORD PTR 55: CEBP-121

HEBECELT 8945 FC MOL OWORD PTR 55:CEEBP-41,ERA

HEBECELR SB45 EC MOW ER:, OWORD PTR 55:[EBFP-141

HEBECELD SB42 B4 MO EC:, OWAORD FTR DO5: [CERRA+4]

HEBECEZR SB03 MO ED, EBE

HEBECE22 SB4E FC HMOU ERX, OWORD PTR 55:[EEBP-41

BEBECEZE ES S9&FAFFFF CALL BaB&caca

BEEECEZA SB45 EC MO ERX,OWORD FTR 55:[EEFP-141

BEEECEZD SETE 84 MO ESI,ONORD PTR DO5: [CEAX+4]

HEEECEZE SA4E FC MOl AL, BYTE PTR S5: [EEFP-41]

HEBECESS SB15 14FABGSEE | MOW EDK,DWORD PTR DS: [BEFA14]

HEBECESD g9a2 MO BYTE PTR D5:[EDX], AL

HHBECESE SBCE MO ER=, EST

BABECEZD SB1E5 28FABcHDE | MOW EDX,DWORD PTR D5: [EEFAZ2E]

HEBECES 2 2982 MOU EBYTE PTR D5:LCEDXI, AL

HEBECE4E 2870 FB @a CMP BVTE PTR S5:[EEBP-E1,8

BEEECE49|v| ¥E 1E JHZ SHORT BBBSCEEs

HEEECE4E CE4E FB @1 MO BYTE PTR SS:[EBF-51,1

HEEECE4F == FUSH ESI

HEBECESE SBYES FC Mol ESI,DWORD PTR 55: CEEBFP-41

HEBECESS 83CE5 14 AOD EST, 14

HEBECESE FF3& FUSH OWORD PTR DOS:CESI]

HEBECESS CERAE C3 MO BYTE PTR DOS:[ESI],BC3

HEBECESE FFOE& CALL MERR ESI

HEBECEED SFEE POP OWORD PTR DS:CESI]

BEEECEEF EE FOF ESI

BEEECEER SEO& MO EDR, EST

BEBECERZ SBC3 MO ERE, EEX

HEBECEES ES HEBFEBFFFF CALL BEB&Clvd

HEBECEET SBCE MOW ECx,ESI

HEBECEEE SB03 MO ED, EB#

HEBECEED SB45 FC HMOW ER:, OWORD PTR 55: CEBFP-41

HEBECEFA ES S39AFCFF CALL HEB3EEFS

BABECETS SB4E EC MO ERX, OWORD PTE 55:[EEBP-141

HEBECETS SBSE B4 HMOW ED:, OWORD PTR O5: CEAX+4]

BEEECETE SBC3 MO ERX, EBX

BEEECETD ES EZEEFCFF CALL B8E32564

BEEECESZ 5345 EC &C AOD OWORD PTR S55:CEEP-141,6C

HEEECEEE SE45 EC ML ER, OWORD PTR S55: CEEFP-141

HEBECEST SEB48 B4 MO ER:, OWORD PTR O5: CEAA+4]

FHBECEEC 85CA TEST EH#,ERH

[E[5]=13 ~-@FE7 V4FFFFFF | JA DEBGCEESZ Decompression loop — EMD
2370 F4 @A CHMP OWORD PTR SS:CEEBP-CI1.A@

BEBECET2 |~ ¥4 B8 JE SHORT BBB&CERZ2

HEBECEIA SB4E F4 MO ERX, OWORD FTR 55: [EEBP-CJ

BEEECESD SESE Fa MOl EOx, OWARD PTR 55: [EEP-181

BEEECEAR 5918 MO OWORD PTR DS:CEAX],EDHX

HEBECEAZ EF FOF EDI

HEBECEAS EE FOF ESI

HEBECEAS 5B FOF EBE®

HEBECEAS SBES MO ESF, EBP

HEBECEAT 50 FOF EEF

BEBECEAS c3 RETH
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—>

Some step away from this code we’are into the

BEEZFAZE|  33C8 ROR EAX, EAX
BEEIFAZ2| C3 RETH

AEEIFA22) 96 MHOP

BEB3FA24 53 PUSH EBX

BEB3FAZE| 56 FUSH ESI

BEB3IFA2S| 57 FUSH EDI

BEEZFAZY| 55 FUSH EEP

ABE3FA2S) 51 FUSH ECH

AEEZFRZ2) 598424 Mou DWORD PTR
HEEZFAZC) SEB424 MOL EAX, DWORD FTR
HEEZFAZF|  SBE42 48 MOL ECH, DWORD FTR
BEBEZFAZZ|  SEB424 MOL ERX, DWORD PTR
BEBIFAZS| 8B53 4C MOL EBX, DWORD PTR
BEBIFAZ2| SBB424 MOL EAK, DWORD PTR
BEEZFAZE|  SBEVE 5@ Mou ESI.OWORD PTR
HEEZFAZE| SEB424 MOL ERK, DWORD FTR
AEEZFA41 SE48 54 MO ERK, DWORD FTR
BEEZFA44| SBFE Mow EDILESI
ABEZFR45| 23FB AMD EDI.EEX
BEEZFA42| SBEB MOL EEF,EEX
BEBZFA4A| F7D5S MOT EBP

BEBIFA4C| 23E3 AMD_EEBP, ERX
AEBZFA4E| BBFD OR EDI,EEBP
[EEEREGEE]  B22A ADD EDI,.OWORD PTR
BEEZFASZ|  B@3CF ADD ECH.EDI
BEEZFAS4| SBF2 MW EDILECK
AEEZFASE| C1EV 83 SHL EDI,.=
BEEZFAS2| CI1E? 1D SHR _ECk, 10D
BEEZFASC| BBF3 OR EDI,ECK
BEEZFASE| BBCF MOL ECK,EDI
BEBIFASE| SBFB MO EDI,EBX
BEB3IFASZ|  23F9 AHD EDIL.ECK
BEB3IFA&4| BBE? MU EBP.ECH
BEEZFRES|  F7DS HOT EEP

BEEZFRES| 23EE AMD EEF.ESI

S5: [ESF].ERR

SS:[ESF]
OS: [ERAX+42]
SS:[ESP]
0S: [ERX+4C]
SS: [ESP]
OS: [ERX+EA]
SSi[ESP]
0S: [ERX+54]

0S: [EDX]

memory CRC check routine:

CRC Checking routine

This code will be executed some time, after all the executions we land into this routine:

HEE44HEH
BEE44HEC
BEE44RE0
BEE44ARE
BEE44HEF
BEE44A11
BEE44A12
BEE44H1S
BEE44A1A
HEE44A1F
BEE44A21
HEE44H22
BEE44H2E5
BEE44H2T
BEE44H22
HEE44A2E
BEE44A20
HEE44H2F
BEE44HSE
BEE44R34
BEE44ASE
BEE44A2D
BEE44ASE
HEES 4020
FIE B H e
BEE44R42
HEES4A44
HEE44A43
HEE44R4E
BEE44R4C
BEE44R40
BEE44R4E

2BCH MOLER-, ERE

g3 FLUSH EEX

56 FUSH ESI

&7 PUSH EDI

SEFA MO EDT,ED=

SBF@ MO EST,ERX

B2 a1 MOY OC, 1

H1 14F7FE3848 HMOW EAY, DNORD FTR DS:[BSFT14]
ES CEELFEFF CALL BBEZZEE+

SBD2 MOL EBEX, ER=

SBCZ MOL ERX, EB=

2B1G8 MO ED, DWORD PTRE_OS: CEAX]
FF1z CALL MERR DWORD FTR DS:L[EDX]
SEDG MaL EDK,ESI

SECF Moy ECx,EDI

SBCZ MOL ERX, EBX

2B26 MOU ESI,DWORD PTR _OS:CEAX]
FFSE& B4 CALL HEAR DWORD PTR DS:[ESI+41
SECEZ MOL ERX, EBR

SE18 HMOY EDH,OWORD PTR_DS: CEAX]
FFE2 B2 CALL HERR OWORD PTR DOS: [EDH+21
SBCZ MOL ER, EBX

2B1G MO E0, DWORD FTR _DOS: CEAX]
FFE2 BC CALL HEAR DWORD PTR DS: [EOX+CI
SE38 MO ESI,OWORD PTR DS:CERX]
ECZ MaL ERX, EEX

EZ2 CBEIFEFF CALL BBBRZI2C14

SBCE MO ERX,ESI

SF POP EDI

SE FOF ESI

SEB FOF EBEX

C3 RETH

D05: [BBBESA4CI1=EF33AFFD (Calculated CRC waluel

reach the RETN instruction and we’re into the MOV EBP,EAX instruction just before the check
45, patching delivery can be do just after this checking, for example into the MOV EAX
instruction.

BEEGCOSS

BEESCOSY
HEBSCOSE

HEBACOEZ
HEBECOES
HEBGCOGC
HEBGCOSE
BEB&COVE
BEBSCOVE
HEBSCOFA
BRBECO7E

B3CV
SES424 Gc
ES ACYCFOFF
SBES

9920 E822EvYEaE
FBECZ24 28

4 Ac

&2 B4CEBGHD
EZ DE29F0FF
EE 12

SB4424 @c

R 44528700

HOO ERx.EDI

MOl EDy, OWORD PTER S55: CESP+C]
CALL wBB44A@C

MaL EEF, ERX

MO OWORD FTR DS: [BF3252],EEF
CHMP EEF,OWORD PTE 55: [ESF+281
JE SHORT BEESCOPA

FUSH BE&CEA4

CALL BBB4E7EE

JHMP SHORT BBBeCDEC

HMOL ERX,.DOWORD PTR 55: CESP+C]
MOy DUDRO PR DS [E7244), EAx

ERX current CRC
[ESP+28] = right CRC (BF329AFFDO)
ASCII ™45
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Stack:

BE12FF22
BE12FFac
BE12FF48
B 12FF44
AE1ZFF4E
A 1Z2FF4C
A6 1 2FFSE

661 2FFS4 |

BE12FFER
BE12FFEC
BE12FF&R
BB 12FFéd

HEEREEEE
BE4 66668
BEE6E1666
BEE492688
[sls]s]alslsls1s]
BREEEEEE
[5]5]s]5]s]sTa1s]

(ARFARGRGRGAR

UnPackMe. BB46066E

EF29AFFDO

] CRE

HHH LA
BEEEEEEE
BEEEEEEE
BE12FF22

From this point of view the patching delivery stage can be done in the same way as we do into

the old ASProtect version.
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Extension to the ASProtect 2.3 Build 06.19 Beta

Now we will try our approach with the newest ASProtect release, download the latest demo
from the www.aspack.com web site:

About Pg|
ASProtact

Yerzion 2.3 build 06.19 Beta
1939 - 2005 ASPack Software

B E-Mail:  asprotech@aspack.com
a Wieh zite: httpoAwen azpack, comdasprotect him
Click here for on-line registration

Reqgistered tao
DEMO YERSION

Load in OllyDbg and trace to walk trough all the decryption loop:

BRG1E121 21E2 45149E12 |AMD EDW, 129E1445

[SISL-N A5 Rady 2939 MOU DWORD PTR DS:[ECH],EDI
BRG1E129 B2 BF MOU BL . GEF
BEG1E12E 22E9 B84 SUE

ECH, 4
@EclelzEl  S1EE BE22CE2F | SUE EBEH, 2FCS92ER
BEslE1z4|  S1EE AlAaaaaa | SUE ESI, 1
BEGIE1ZA(~ BFSS 1888888A | JHE ASProtec.B@61815A
FEAelE14A|  S1E2 3ZAEFFEE | AND EEX, EEYYAGZE

+-EF 1488RREA JHMP ASProtec. BE61815F LOOP#1 enit

HEG1E14E L] MOP

BEG1E14C L] HOP

BEG1E140 L] HOP

BEc1814E 26 MOF

ARG 1E14F 26 HOFP

ARG 18158 a1 FUSH ECk

ARG 1E151 28F7 0D *0R EH, G00D

BEG1E154 =13 FOF EDX

BEG1E1E5(~| E9 AGFFFFFE JHMP ASProtec. BAG1E1EA

BEG1E15A 099E FF4C9SES | FSTR _DWORD PTR DS5: CESI+EZ9S4C7F]
BEG1E168 BE BAEEREZD ADD ERAX, 298E06EE

BEc18165(~ FE DF JLE SHORT ASProtec. BES1E146

LOOP#1 EXIT POINT (Redirection #1 - hardcoded): 0x00610146
ORIGINAL CODE: JMP 61015F (E9 14 00 00 00)
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Trace and we've another loop (number 2):

BEEE1A1E &E:BF 2C90 Maw 0T, 9830C

BEEc1A1ES EF POF EDI

BEEc1A1ES 21C2 EVA9@EAA | ADD EBX, 9EY

HEc1A12F &6: 8BFE Maw 01,51

BaciAal9z EA BO80EARE Mal EDX, B

BR&1A197 &5:1BF SEES MOY 0OI,BBS2E

gasial?e| #FF341A PUSH DWORD FTR D5: [EDH+EER]
BEG1ALPE 28107 C1@7Fe8Es |ADC EDI,Se52A7C1

BEG1A1AY4 =] FOF ERA

HEE1ALIAS 21C8 DAB2EESD | ADD ERX,SDEEBB2DA

HES1A1IAE 21F7 9FFBEEZ@ | X0R EDI,3BEEBVE9F

BEc1A1E]L 21C8 BES14C22 | ADD ERX, 224C518B

HES1A1EY 21C& DSC28R24 |ADD ESI, 248AC302

BasialiED 21F8 ESBBE254 | XOR ERX,S4B2BBES

BR&1AICE 29684132 MO DWORD PTR DS: [EBX+EDX],ERX
BEs1aicG BE1 2107 25F1 AOD OI,@F125

BEG1ALCE S3ER A4 SUEB EDX, 4

BHEG1AICE B SV3CHES1S MaW ECH, 15853037

HEG1AIDS S21FA 9@F&FFFF | CHP EDX,—978

[EEISIEINE] - -AF25 BECFFFFFF | JHZ ASFrotec. BAE1E19E
BEEc1A1DF 1B11 SBE EDX,DWORD PTR DS:[ECK]
EEc1A1EL A D4 JPE SHORT ASFrotec.B8B61H1ET
BRc1AlES B32A ADD EBF,DOWORD FPTR DOS:[EDX]
BEs1A1ES &BAZ BRAESCTDE | IMUL ESP,OWORD PTE DS: CEDA+DECFESEAR], 16
peelolEc| &2 PUSH EDH

Loop#z2 start

Loop#z end

we've the first difference with the other ASProtect version, if you try to put a memory
breakpoint in 0x006101DF ASProtect crash because the loop at the end read the code at the
breakpoint address, perform some task and then take the execution of the modified code. But
if you put a breakpoint, then a 0xCC instruction, the decrypted instruction will be not valid and
perform the crash, to see what is the right istruction simply put one hardware breakpoint and
press Shift+F9 to run all the loop, the final code will be:

HES1A1E4 &6:BF 2C90
aaciAliss 5F
BERE1A1E9 21C3 EVE90aEa
Bacialar &6 2BFE
BEsialaz EA Baaa@ang
BEG1ALST &6 BF SEBS
HEG1ALY9E FF241R
HEE1A1PE 2107 C1AFTESER
BEc1A1A4 =]
HES1A1IAS 21C8 DAB2EESD
Bac1A1AE 21F7 9FFBEEZA
Bas1AalEL 21CE BEE14C22
Basialey 21CEs DECIEAZ4
BES1ALIED S1F8 ESHBEZS4
HEG1ALCS 890413
HES1ALCE BE:21CTF 25F1
BES1AICE S3ER a4
BES1A1CE B9 S7V3CHESIE
BES1A102 21FA 98F&FFFF
BFSE BCFFFFFF
ES 1880EEEE
2811
AAG1AIEG|~ 75 F7
HEG1ALES E4 40
peeialEd| 8213

ok, this is a anti-inline countermeasure and we've to defeat it in

MOL DI, SE2C
P EDI

ADD EBX,9EY

Moy DI,SI

Moy EDX,. 8
Moy 0O, BESSE

PUSH DWORD PTR D5:[EDR+EEX]

AOC EDI,SeS2A7C1
ER¥

ADD ERX,.SDEEESDA
#“0R EDI,2BEEYESF
ADD EAX,224C516E
AOD ESI,z242ACZ02
#0R EAX, S4EZBEES
Moy DWORD PTR DS
AOD DI,HF12E5

ED, 4
MOL ECK, 1EE53CET
O, —97E
ASProtec. HAS

: [EBX+EDX], ERx

1613E

CHALL RASProtec.B8clEiF4

CHP EYTE_PTR DS:

[ECA1,0L

JEE SHORT ASProtec.d86l1Bz25F

IN AL, 40

ADD DL ,EYTE FTR DS:[EEX]

Loop#2 start

Loop#2 end

I-0 command

order to trace the

decompression sequence, then we've to found a way able to write our inline code or at least
put a scrambled code that will be decrypted in a right way.

To know how look at the code, the decryption loop start from:

DS:[00610B4B]=2DEF6A6A
At the next cycle we have:

DS:[00610B47]=154BAEE5
DS:[00610B43]=A996EC15

Total length 00610B4B - 6101DF = 96C

If you look into the code the loop end condition is equal to 970, this is because the first four
address was fixed before entering the loop.
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Ok the the loop scan the subsequent code with step of 4 byte (SUB EDX,4) and rebuild the
code after some manipulation, now we’ve to reverse the algorithm In order to obtain at the
end the decryption code a JMP istruction to our patching cave instead a call to the ASProtect
code.

To do this we need to know the redirection address for our patching cave #2 then we can
evaluate it if we know the starting cave address and the size of the cave#1.

This can be done easily because the size of the cave#1 is the same which we've see into the
previous ASProtect 2.0 inline patching tutorial, we have to write the first byte of the cave#2 15
byte far from the starting cave address.

If we assume as starting cave address the 0x0066B100 the cave#2 starting address will be
from 0x0050D10F then our redirection code should look as:

JMP 0x0050D10F

Then exactly 5 byte

E9 A3 1E 02 00

Because the loop scan the code with a step of 4 byte we need to keep 8 byte in length we've
to replace 8 byte then we can run freely the loop and stop the execution at the 0x006101E7

address, look at the value into the EAX register and make our things.

Let’s go, place a hardware breakpoint on access in 0x006101E7:

Address |Hex dump HSCII

gEslwley | B =" e esses e enem=2E  YE 59 B0 BB |HAI LR FIdmas™ Y H
BEG1IRIFTF|F Bal:kj_lp b PAEB S8 3B BB - CELl+=@1qteidT;#
BRG1B2ZAT | F B EB S5F B9 &4 FAz=.BzE4EdEN_. d
BEe1E217| 0 Copy F 5118 F2 A7 ZEB|meHAl 22Ew@504=0+
BRE1R227 | F . S 1C FA 79 Dd| - T*¥ $I-#p_- wE
BES1E227 8 Einary F DD/ 81 1B S6 11| #G$&-21iEF A+
BR&16247| 3 2 A9 FE B0 82 ArrE.0 et HRG, 5
pEeigesy| 1) Label E 99 12 7E 39| +BzEeI36=ifei+" o
SSE%S??; E Ereakpoint Mematy, on access Egg?ﬁ
gsg%g%g; g Search Far b Memaory, on write EEEEE
ggg%g%g; ? Find references CHrl+R .-
SSE%SEE; E Wiew executable File "

GEE 10267 1 Copy to executable file Hardware, on write

SSE%S?E; E o to , Hardware, on execukion

BEG1RZ1TF| A

BRG1RZZF 3

FEEIEZET 3 W Hex [ 3

BRE1R247 | F

BEE1R2ETF| 9 Texk [ 3
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when OllyDbg stop we have to step until the address 006101C3 in order to read the next byte
(our byte):

TREIR1Gd]  GG:EF 2090 HOU 01, 9680
BoEiA1ZE| EF FOP EDT A EgiligigéaigPU] s
ARE1A183|  B1C3 EF@99EER |AODD EBX, JE7 e ({EaEa0e
S s (300 2
00616197 6:EF SEBE  |MDU OI,BBSSE EDS BROIBBAE ASProfec. BOBLOEAE
ARELR10E|  FF341A PUSH DWORD PTR DS: [EDX+EEX] Loop#? start L L mee EEANENE
EESEREE 2107 CIG7SE56 |QOC EDI, GESSATC] e :
BAEIAING| GS FOP EAX b e
ARE1E1AS| 2108 DRESEESD |AOD EAY, SOEBESOA
S snemesm e
ooc10167| @106 DBC3GA24 |ADD ESI, 248ACE0S CRTNN Ry g R
ARE1R1ED|  51FB ESOEEZS4 |XOR ER, S4BRABES 5 56 onos Sobic SUFFEFEFFE)
FRELRICE| 298413 MOU DWORD PTR D5: [EBX+EDX1, EAY S0 SIS oLy IR
ARELAICE|  66:81C7 PSF1 |AOD DI,BF125 28 R e e
ARELRICE|  B3EQ 64 SlB EDY, 4 2 h B
i) g |8 G e 1
BOE1A109|~ BFEE ECFFFFFF | JMZ ASProtec. BRE1R19E Loop#2 end U8 LastErr ERROR_ACCESS_DENIED |BE@BRES]
S BLT (=G e
ToOtEC, —

BBEIBIEDS| @3 GO0 EEP,DWORD FTR DS: [EDH] 377 croey CUNORI BES6 Bleceltd eaaanen
BOEI0IES| &BAZ BAESCTO6 | IMUL ESP,OWORD PTR D5: [EDX+DSCTESEAI, 13 U i fof
BOCIAIEC| Em PUSH_ERX 373 e 2'h
e S8 ek B ¥ sri cmpey oia
EDI=BE7345F5 5T empty B.6

STE enpty 1. O0E0A00EAREERDEEEE

5T7 enpty 1.B0ERAODRRREENODOEEE

3218 ESPUDZDOI

Address |Hew dump ASCII A OECTESEA
BECSOREA| 10 45 B2 BS| 15 H2 99 0B 2 79 BA 11] LB 20 OL 06| QLo HeEn oyl 4+-B1 - gg}%gggg ?%gégggg Espraﬁgg.gagﬁagq? T
BEES9G1A| 53 B8 81 EA|FC SF 16 A7|EF B2 DB E3|0A CO G5 27| 45t 7.0_EME rl4c BALSFFOE| WBanmnEa| Berll mape oo eneiE
BRE39926| 46 EF 95 OF|AE B@ 66 G5 29 88 78 20| 72 FE CF C3| FEaieif 2] puon4F R e e e
BES35038| B 60 52 A4l 79 4E 3R CEISS D9 7O CF| 93 18 BC 6F|. LRAwNira Mt o adicrrhd] SEnddEe | Rerratet, Hueld
now we have to replace the byte: 66b119
1B 11 7A D4 03 2A 6B A2
with another one able to give us this result:
E9 35 AF 050090 0000 = X1 | X2
Where we define for sake of clarity:
X1 = E9 35 AF 05
X2 =0090 0000
Ok now take a look at the algo it’s time to reverse it:
EDI = F4201B4E
EAX = 024DE477
ESI = EE5089F0
0061019B FF341A PUSH DWORD PTR DS: [EDX+EBX] ; Loop#2 start
0061019E 81D7 C1075856 ADC EDI,565807C1
00610124 58 POP EAX
006101A5 81C0O DABSEBSD ADD EAX, 5DEBBS8DA
006101AB 81F7 9F7BEB30 XOR EDI, 30EB7BOF
006101B1 81CO 0B514C22 ADD EAX,224C510B
006101B7 81C6 D8C38A24  ADD ESI,248AC3DS8
006101BD 81F0 E80BB254 XOR EAX, 54B20BES8
006101C3 890413 MOV DWORD PTR DS: [EBX+EDX],EAX

The major register that we've to keep in consideration was EAX, don’t care about other
registers.
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We have at first in EAX the current dword that ASProtect will decrypt:
EAX = A2 6B 2A 03 -> new value to found, name it generically as X
New value to write = 00 00 90 00 = EAX = (X + 5DEBB8SDA + 224C510B) XOR 54B20BE8
Well now look at this boolean expression:
Value = (X + CONST1) XOR CONST2
But this can be rewritten in this way:
Value XOR CONST2 = X + CONST1
And finally:
X = (Value XOR CONST2) - CONST1

It give us (X1 and X2 are instruction code then take care to write the byte in reverse order,
calculation with Widows calc in Qword / Hex mode and result rounded to Dword):

X2 = (00 00 90 00 XOR 54B20BE8) — 803809E5 = D47A9203 (Rounded to Dword)
Now we have to repeat the step for the last dword:
X1 = (05 AF 35 E9 XOR 54B20BE8) - 803809E5 = DOE5341C (Rounded to Dword)

Then we're ready to build our first two patch cave:

HESEEBFE oG MOF
HESESEBFF 9 MOF
BRSEE1BG CyYES OFal&led | MOU DWORD PTR DS:[&1810F 1, 0D8ESS41C Cave #1
BRSEE1ER CYES EZA16186 (MO DWORD PTR DS:[&1B1EZ], D47AS2E3
HEsEEl 14— E9 4658FAFF JHMFP ASProtec. 0EE1815F
o) HaF Cawve #2
HASEEL 1R 96 MOF
HESEELLE oG MOP
HESEELLC 9 MOF

With this we have finally the jump address to the cave#2 decrypted by ASProtect itself:

HEG181584 &5:BF 2098 Mo OI, 983c
HE&1E8188 FOF EDOI
HEG18159 81C3 Evooasan | AOD EBX, 9EY
HES1818F G52 SBFE Moy OI,SI
HES18192 EA B@8008EE HMaLl ED, &
HEE1E8197 &5:BF SEBS Mol 0T, HESSE
HEE 16198 FF341A FUSH OWORD FTR D5:[ED<+EEB:] Loop start - read the current instruction
HEs1819E 2107 Clevs35s |AOC EDI, SeE58E7C1
HES 18104 Eg8 FOF ERX
HES181A5 £1CH DABSEBSOD | AOD ERX,SOEEBESOA
HEE 18 1AE 81FF 9FYBEE20 | X0R EDI, SHEEBFEBSF
HES1E1E1 S1CH BES14C2Z2 | AOD ERE, 224C510E
HES181E7F g1C& DEC38A24 | ADD ESI, 248AC30E
HES181E0 S1F8 ESWBEZ254 | XOR ERX,S4B28BES
HEE181C3 298413 Mol OWORD PTR DOS: [EBX+EDX],EAX |Write back the decrupted code
HEG181CE G5:81CTY 25F1 AOD OI,BF125
HES181CE S3ER A4 SUE EDH, <
HES181CE B9 SF3CHE1E Mol ECH, 15053027
HE&181032 21FA 90F&FFFF | CHP EDX,-978
HF35 BCFFFFFF | JHE ASProtec.BE51E19E Loop end
ES 2EAFAsaa ﬁgg ASProtec.BAEEEB119 Redirect ion to cawve #2 (decrypted by ASFrotect)
= BEHEE AOO EYTE PTE DS5:[ERXI, AL
HEE1E1EF|~ 77 E4 JA SHORT ASFrotec.B@@&1@1CO

Now into the cave#2 we've first to restore the original code and return to the 0x006101DF
address, here the partial code (we have to found the next redirection now).
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BELLEBEFF L]

BRLEE16E C7ES DFE1S1GG

BRGEE16A C7BS E3RIS1EE

HRGEELL4 (- E9 4658FAFF
CYas DFalclon

ARGEEL 23 CYas E3A1c1BE

BEceE120| - E2 RODSEFAFF

[S[S 1= = e L]

BEGEELZE L]

OWORD PTR D5:[&1810F1, DBES241C
OWORD PTR DS:[&181E2]1, D47A2262
ASProtec. BAG1A1EF

DWORD FTR DS:L[el8liDFl, 16ES
OWORD FTR_DS:[&181E31, Yall3388
RSProtec. BAG1810F

Then redirection#2 will be decrypted on the fly by ASProtect itself.

Step until the next decryption loop, there is some obfuscated code.

BE618254 4B DEC EEX
BE618255 S1C6 24EFESEE (ADD ESI, 6BESEFS4
Ba61825E S1FE 88FFFFFF | CHF EEX, -873
BEE1EZ291 ) BF3S 1188606EE | JHZ ASProtec.B86162AS
HEE 13297 2BF1 MOW EST, ECH
+-E9 JEEERERR JHP ASProtec. 88618204
BE&1E29E 2AFE MOL EH,.EBL
BEE1E2AE 1871 B& SEE BYTE PTR DS:[ECH+5&1,0H
BE&1E2AS ov #LAT BYTE PTR DS:[EEX+AL]
BE6 18204 26 MOF
BEG182A5 L] HOF
BEG1E2HE L] HOF
FEE LE=H 7 L] MOF
EEESEERE] | E9 138888686 JHMP ASProtec. 8618208
BEE1E2A0 CF IRETD
BEE1E2HE EC POP ESP
BE&1E2AF &5 3AEE CHP CH.EL
BEG1E2E:2 42 DEC ERX
BEs182B3) | E1 86 LOOFDE SHORT RASProtec.BBclBZEE
886 182B5 [ory HHE
BE6182E6 F4 HLT
Ba6 18267 10 22636819 SEE ERX, 19886332
BE&182EC L] HOF
BEG1E2B0 L] MOP
BEG1E2BE L] MOP
BE&182EF L] HOP
Ba&182cH|~) E9 61FFFFFF JHP ASProtec. BAG1E22E
BE&1E2CE DEFZ 51 FSTP TEBYTE PTR DS:[EAX+511]
BEs 18208 EE BV MOL OH, BE7
BE6182CH 24 30 AMD AL, S0
Ba6182co 42 IMC EDX
aaa182co 53 FUSH EEx
BEE182CE L] oF
BEG182CF 992E AFBC4524 [MOU DWORD PTR DS:CESI+244EBCAF],ECK
BEG 18205 B4 V& MOU AH, 7&
BE& 18207 27 DRA

LOOP#3 EXIT POINT (Redirection #3): 0x00610299
ORIGINAL CODE: JMP 6102D4 (E9 36 00 00 00)

Reach the exit point:

BEG 18235
BEG 18238
aEc18231
ARG 18237

HEG1AZ9E
HEG1AZAR
BES1AZAZ
HES1AZA4
HES1AZAS
BRS1AZAG
BEE1BZA7
BEs1Ba2AS
BEG1AZAD
HEG1AZAE
HEG1AZAF
HEE1AZEZ
BEC1AZES
HES1AZES
HES1AZES
BRS1AZEY
BEE1AZEC
BaslazeD
HEG1AZEE
BEG1AZEF
HEG1AZCE
HEE1AZCE
BES1AZCE
BES1A2CH
HES1AZCC
Bas1a2Ch
BEE1AZCE
BEs1B2CF
Baclaz0s
BEG1AZDA
BEG1AZDC
0810208

i

<

o~

21C& 4EFEELA
21FB 28F7FFFF
AFSt 11888800
SEF1

~E2 36888888
SHFE

1871 B&

130068888

551 3REE
5]

Q2635819

9 61FFFFFF
DE7S_E1

L]

S92E AFEBC4SGF
EBF CIPESBESA
BEEE

7E DOF
ZC_FE

ESI, GBEEEF24

EB¥,-272

ASProtec. BAS102AS
ESI,ECH

ASProtec. AAG16204

Mou EH,BL

SEE BYTE PTR DS:[ECH+S5&1, OH
ﬁLHT BYTE PTR DS: [EBX+AL]

JHMP ASProtec, BES182CA

IRETD

FOF ESP

CHF CH,EL

OEC ERX

%EEPDE SHORT ASProtec. BE6182EBE

ERX, 126852592

JMP ASProtec, BEG1EZ26
FSTF _TEYTE PTR DS:[EA=+511
Moy OH, BB7

MO
MOU DWORD PTR DS: [ESI+F45ECAF], ECH
MOU EDI, BEESCS

ADD EYTE_PTR D%: [ERAXI, AL

JLE SHORT ASProtec.@@s16260

EUE HL.EFS

Cave #1

Cave #Z

Loop #3 exit point

Superf luous prefis

Unknown command
Privileged command

Loop end

Loop #3 exit point

Superfluous prefin

Unknown command
Privileged command

Loop end
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then we can finish our patching code for the cave #2.

BEcEEEAFE| 98 MHOFP
BECEEAFF| 9@ MOF
BEccBlEE|  CYBS DFBlelpld 1C24ESDA MO DWORD PTR DS: [e1@10DF],DBEE241C | Cave #1
BEcEBIEH|  CYBS EZE1&100 B3327A04 MOU DWORD PTR DS: [&181E2], D47PAS2ES
BEcEB114) - E9 4658FAFF JHMP ASProtec. BES1A1EF

BEcER11S) CVYBS DFE1&106A EZ16688E MOU DWORD PTR DS:[&1810F1, 1BE2 Cave #2
gEccElzs)  CYeg EZBlelod pBzsllve MOY DWORD PTR DS:[el81E3],7ellacea
aEccBElz0|  CY@S 299826100 E9IEREAS MOV DWORD PTR _DS: [6182991, SAEZEES

AHEEELSF (- E9 ASEEFAFF JHMFP ASProtec. BES1AIOF
S8 Map Cave #32
ARESE1 20 99 MHOF
BHSSE]ZE 95 MOP
BREEE]LSF S8 MOP

ok trace until we reach another loop (number 4), this loop is similar to the loop #2 then we've
to reverse it:

BEE 1ASEF B5: B2 BYFC MO A, BFCEY
EEs1EZ212| #EB241R MOW ESI,ONORD PTR DOS: [EDX+EEX] Loop #4 start
HES1AS1E 21C& FC320B4D AODO ESI, 4D0B32FC
BAS1AS1C &65: B9 AFCE HMauU CH, GCEAF
BEE1RZ2A 21F& S5A0CSEA #“0OR ESI,SACSADES
BEG1E32E 651 BBFE Moy OI,5I
HAG1AZZD 21C6 DASYETER HOD ESI,SHEYSFOA
BAG1ASZF 2acd 54 AOD AH, 54
BAG1AZ22 =1 FUSH ESI
BAS1AZ323 21F1 2E183ER3 HOR ECH,38E1R3E
HES1A229 SFE41R POF DWORD PTR DS: [EDR+EBX]
BAS1A32C BFSE B2800808 JPO ASProtec.AEE18345
BEE1A242 651 SBCE MOW CH, 51
BEG1E345 EZ Boaaanng CALL ASProtec, BEG10352
BEG1AZ4A FE: 69EE SF1C25FA LOCk IMUL EEF,ESI.FAZS1CEF LOCKE prefid iz not allowed
BAG1ASE] AE STOS DWORD FTR ES:[EDI]
BAG1ASEZ &2 CECIFCAS FUSH SFCC3CE
BAS1A3ET E9 POF ECH
HES1A3ES EF POF EDI
BAS1A3ES S3EE B84 SUE EEX,d
HEE1A3EC 21FE 24FSFFFF CHP EBX,-FOC
~-HF35 ABFFFFFF JMHE ASProtec.BRS16A313 Loop #4 end
=R ISR EZ FUSH ED®
Bo510365| v BEss_p3papaDe J5 RASFrotec. BOE1B372

now the major registry is ESI, as above we’ve to altered the original encrypted instruction in
order to make ASProtect able to decrypt them in a JMP to our cave #4.

Place one hardware breakpoint on execution in 0x0061030F and one other to 0x00610368 in
order to see what byte is changed by the loop.

BEE1B3EF E5: B8 EFFC MO /i, BFCET
BEE1E313 EE241A MO ESI,DOWORD PTR DS:[EDH+EEX] | Loop #4 start
BEG1EZ1E 81C& FC3ZDE4D AOO ESI,4D0BS2FC
BEG1AZIC &5: B9 AFCE MOL) T, BCEAF
BEE1AZ2E 21F& SSADCEER ®OR ESI,SACEADES
BES1AZ2E E5: SBFE MO DOI, 51
BEE1EZ29 21C& DASFEFER AOD ESI, SREFSFOA
BEG1ES2F SAC4 B4 ROD AH, B4
BEG1AZS2 =1 FPUSH ESI
BEG 18333 21F1 SE182EG3 WOR ECk, 3SE1B3E
BEG 18339 EFE41A FOF DWORD PTR D5: CEDX+EEX]
BEG1AISC BFEE H38BEB868 JPO ASFProtec. AAG1AS4E
BEG1ASE2 &&: SECE MOL T, 5T
BEE1AZ4E ES DSEEaaE8 CALL ASProtec.BdRE1A3IE2
BES1E34A FA:59EE SF1CZ25FR LOCK IMUL EEBF,.ESI,FR2S1CEF LOCK prefin is not allowed
BEA1EIE] RE STOS OWORD PTR ES:[CEDI]
BEE1EASE2 &3 CEC3FCEs PIUSH SFCC3CE
BEG1ASET =] FPOF ECH
BEGE1 B35S EF FOF EDI
BEG1EZES S3EE B4 SUUE EBw. 4
BEG1AIED E1FE 24F3FFFF CHMFP EB#, —70OC
FEE1AZEZ [~ BFSS ABFFFFFF JHE _ASErotec, ARGIAS1S Looo #td end
3 ] E2 PUSH EDOX HSProtec. BEG 1HE4E
« HFES B200HEHE JS ASProtec.bE&E1H3R2
HEG1B3EF G52 3ECY Fo—Ae, Ol
BEG1ESTE EF FPOF EOI
BEG 1837 1) FUUSH ESI
pReigsrd| 65 89CECIER | PUSH_6ACICESS

cool the last 7 byte was unchanged, I don’t know if this may be a bug but for sure I'll use it
and we can place our redirection address on 0x00610368.

LOOP#4 EXIT POINT (Redirection #4): 0x00610368
ORIGINAL CODE: PUSH EDX / JS ...
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We can also write our partial code for the cave #4.

BRLEEEFE L]

BELLBEFF L]

BRLEE16E C7BS DFE1S1GE

BRGEE16A C7ES ESRIS1EE

GEccElL4 |- E9 465BFAFF

BEGEELL2 CYas OFA1c16E

BAGEELZ3 CrYas EsRlclen

BEGEELZ0 CYAaS 99826100

AAGEE12F (- E9 A3SAFAFF
CVYES S9R25166

HAGEE146(— E9 3951FAFF
C7YAS S2R35166

BEccE1EE |- E2 BESEZFAFF

BEGEELSA 268

BRLEELSE L]

BEGEEL1EC L]

1C24EEDE
BI92FADS

EZ 188888
AA3E117E
E33ERERS
ESDEADES

S2EFE2E3

OWORD PTR DS:[&1810F1, DBES341C
OWORD PTR DS:[&181E3], D47AS2632
ASProtec.B861015F

OWORD FTR DS:[&1810F1, 16ES
OWORD FTR DS:[&181E3], 76113588
OWORD FTR_DS:[&18293], SHESEES
ASProtec. ABG1A10F

OWORD PTR_DS:[&168363], SHODEES
ASProtec. ABE1G204

OWORD PTR OS:[&618363], 2880F52
ASFrotec. 88610353

Now start again with the step, there is another loop:

place a software
skip all the loop.

breakpoint (F2) at the address 0x00610410 and press Shift+F9 in order to

Cave #1

Cave #2

#2
4

Cave

Cawve

BEG1G3A2|  66:1BE C6E3 MOU B, BE3CE
G656 16306 | »FF38 FUSH DWORD PTR DS: [EAKX] Loop #5 start
0Ee103A2| | E2_ 87000008 CALL _ASProtec. 00610364
B85103A0| | 2320 AMD ESP,DWORD PTR DSt [EAX]
BEG1A3AF| | 98 NOP
BEG1a36a| | 98 NOP
BEE163E1 | | 98 NOP
Bae1a3E2| | 98 NOP
BE610383| | 98 NOP
00610364 | | E3_ADBGA6EE JMP ASProtec. AB6183C6
BEE103E9| | 1176 77 ADC DWORD PTR DS:[ESI+771,ESI
BEE103EC| | E4 4D I AL, 4D 10 command
BE51036E| | B213 ADD DL, EYTE PTR DS:[EBXI
BE5163C8| | S0 FUSH_ERX
BEG1A3C1| | 42 DEC ECH
BE6183C2| | 4E OEC ESI
BEE103CE| | E6F 0TS DX, OWORD PTR ES:[EDI] 140 command
BEE163C4| | 7C 65 JL SHORT ASProtec. B86163CE
BE6183C6| | EB POP EEX
836183C7 | | EF POP EDT
BE6163C3| | 66:BE BDOB MOU ST, B0BED
BE6103CC| | 81C7 DS4EFFIB ADD _ECT,3BFF4EDS
GE510302| | BF3E BO9008EE JO_ASProtec, 90610308
GE610302| | 81EF ERRGFTES SUB EDI, 637 PAGEA
GEE1030E| | BA_38AFA1SE MOU EDX, 52A1AFSS
0EE103E3| | 81EF DBSOCISI SUB EDI,51C3S008
BEE103E3| | 3938 MOU DWORD FTR D:C[EAX1,EDI
BE6103EE| | 81EB 4F517574 SUE EBY, 7475514F
BEG103F1| | 81E3 EGFBELVC SUE_ERM, PCE1FSES
BEG103F7| | 651 81CE 2696 OR 51,9626
BE6163FC| | 81CA E1FSEITC ADD EAX, PCELFSEL
oE610462| | BB 1255DEED MOU EEX, SA0ESE12
BeG184a7| | 83E3 @1 SUE ECH, 1
EEEYEEET ~ “BFS5 SEFFFFFE JNZ ASProtec. A061A3A6 Loop #5 end
ES 14808065 CALL ASProtec. BA616423
8c 55 ar AL,
&R EB FLSH B
F3 CLC
D136 SAL DWORD PTR D$:[ESIT,1
37 ARA
A4 MOUs EYTE PTR ES:[EOI1,EBVTE PTR DS:I
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BE&1E2A2
BEE1AZAG
BE6183RS
BE6183A0
BE6183HF
BE6183ER
BEE183E1
BEG1E2E:2
BES 13RS
BE&183E4 ) -
BE& 13RS
BEs1asBC
B86183EE
BEG183CH
Ba6183c1
BEE183C
BEG 182303
BES1E3C4 | -
BE&1A3CE
BE&1E3CT
BEsla3cs
BEG183C0
BaG18302) -
Ba6 18305
BEE1820E
BEG1E2ES
BES1E2ES
BE&182ER
BE&183F1
BEslasFy
BEs183FC
Ba6 18482
Ba618d4a7
FEE 1 A4AH ) ~

HEE1E415
Ba&16417
BES1E419
BEs1E41R
BEslE41c
BEG1E410
HEG1E41E
AEE1E423
AEE1B8424
HEE1E425
BE&16427
BES 18427
BES 18420
BEs @420
HEG1B432
HEG1B43S
AEE1E43d
AEE18437
BB616438

&&: BB CERE
FF2a
ES BFa8aann
2328

BE

EF

c&:BE BODE
S1C7 DS4EFF3E
BF38 BEREEREE
S1EF _ERHEYTES
ERA _98HFA1ISZ
21EF DB2DC9S1

5933
S1EE 4FC17ET4
£1ES ESFESELTC
EE: G1CE 5696
§1CH ELFSELTC
BE_125EDESH
S3E3 81

BFSE SEFFFFFF
ES 14B86E56m
BC EE

£A EE

Fg

Dize

Ery

A

B0 2031665
BE

2F

SC 05

iR4E GF

BY F2

EA

ES BEEEEHEE
E0

EE

S9ED EE

EE

§9ED0 EF

MOU - B, BE2CE

FUSH DWORD PTR DS: [EAX]
CALL ASFrotec.BBc183B4
AMD ESF,OWORD PTR DS: [EAX]

JHMP ASProtec. BES1A3CE

AOC DWORD PTR DS:[ESI+771,ESI
IM AL, 4D

AO0 OL,EBYTE PTR D5:L[EBER]
PUSH _ERX

DEC ECH

OEC ESI

ouTS DX, OWORD PTR ES:[CEDI]
JL SHORT ASProtec. B85182CE
FOP EBX

FOP EDI

Mo 51, aDEED

ADD _EDI, SBFF4EDS

JO ASProtec. ABG18303

SUE EDI,&377PHEER

MO EDK, S2A1AF 92

SUB EDI,S1C920D0E

MOU OWORD PTR D5: [EAX],EDI
SUUB EBX, P4FEE14F

SUB EAX, FCE1IFSES

OR SI, 9656

AOD EAH, FCEIFSEL

MOW EBX, SBOESS 12

SUE ECH,1

JME ASProtec. ARG 1AZHE
CALL ASProtec. BE616429

CL
SAL DWORD PTR DS:[ESIT, 1
AFA

MoUs BYTE PTR ES: [EDIT,BYTE FTR DS:C
OR_EAX,91803C2
FUSH C=
DAS
CHMP AL, dCE
SEE CL,BYTE PTR DS:[EEXR+F]
Moy EH, BF2
FOP EDX
CALL ASFrotec,BBslad4sz
F EEF

EEX
DUORD PTR SS:[EBPYSE], EEX
DWORD FTR S5: [EEF+EF1, EEM

Loop #5 start

I-0 command

I40 command

Loop #5 end

we can set our redirection to the cave #5 at the address 0x00610410 then we have:

LOOP#5 EXIT POINT (Redirection #5): 0x00610410
ORIGINAL CODE: CALL 610429 (E8 14 00 00 00)

We can complete the patching code for the cave #4 and write the first code for the cave #5.

BEGEBAFE
BECEEAFFE
aEccElae
ARcEE18R
AEcEEL 14
BECEEL 1S
ARCEE122
BECEB120
BECEB1DF
BRGER13C
ARGEE 145
BEcEEL4E
AREEE1SS
ABcEE1SFE
ARGEE 164

AECER1V2
BECEE1V4
BELERITE

L]

26
Cret DFelelon
Cras E3dl610R

- E2? 4658FHFF

CrYES DFB1&6166
C7YBAS E3Blclbn
CYES 396261060

- E9 RA3SBFAFF

C7ES 63825100

- E9 S3E1FAFF

Cres &2835100
Cras 18846100

- E2? B452FAFF

Cras 18846100

= E2 SDSZFAFF
L]

L]
26

1C24ESDA
B3927A04

EZ1B686888
BA321176
E99EREAS
ESDERDAS

SZOFS2a2
E94FROAS

ES148888

DWORD FTR DS:[el1810F1,DBESZ41C0
OWORD FTR_DS:[&181E3]1, D47AZ2E3
ASProtec. ARG 1A15F

OWORD FTR DS:[&1810F1, 1GES
OWORD PTR DS:[e181E2], 761132688
OWORD PTR_DS: [&18299]1, SAESEES
ASProtec. BAG1E10F

OWORD PTR _DO5:[&162521, SADDEES
ASProtec. BAG 16204

DWORD FTR DS:[el83631], 3580F52
OWORD FTR _DS:[&1841A81, SA04FES
ASProtec. ARG 18363

OWORD FTR_DS:[el841A81, 14E3
ASFrotec. BAG 16418

Cawve #1

Cave #2

#3
4

Cauve

Cawve

Cave #5
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Start to step from the 0x00610410 address, we can reach on address 0x006104E3 the first
VirtualAlloc API call:

e 1 a0 &l 4@ FPUSH 44

GRE 1 G406 £2 Balanana PUSH 1@G&a

8618408 FFES B8048068 PUSH DWORDO PTR S5: CEBP+4821

Bac1a4E1 £A_Ba PUSH @

BEE 1 B4E2 FF3E FRBSEAEE CALL DWORD PTR S5: CEEBP+3F@A] UirtualAlloc #1
GEc184ED 2925 CCOlaacg MOL DWORD PTR SS: LEBP+1CCI, EHX ERX = Bacoaang

BECIG4EF|  SBOD OAE4EQHEE MOU EEM,DWORD PTR 552 [EEF+43E]
GES1E4FS| B3390 aDE4aa88 ADOD EEX, DWORD PTR S5: CEBP+4801

g8 1 84FE o8 FUSH EBY

GRE 1 B4FC E2 FPUSH EEX

BEc 1840 EZ B481606E88 CALL RASProtec.BBG1BGEAG

BRG 1 EEE2 A 4@ PUSH 4@

GBiEE 1 B5E4 &2 HE1AEEAR PUSH 18E6

G5 18583 FFES B2048008 PUSH DWORD PTR SS: [EBP+4821

GRS 1 BEEF £A_Ba PUSH @

BEc16511 FF3E FRESEAEE CALL DWORD PTR S5: CEEBP+3F@A] UirtualAlloc #2
GEc18517 2925 21048800 MOL DWORD PTR SS:L[EBP+43211,EHX ERX = BaCFaaog

GREC1EEL0 2928 DE010AGEE MO DWORD PTR S2: CEEP+1D@1, EAX
Ga61 68523 64:67:1A1 BAEE MOL ER, DWORD PTR FS:[E]
GEe 18522 2935 Z0B48808 MOL DWORD PTR S5z LEEF+4201, EHX

BAc1EE2E|  SBEE SB ML) ED , DWORD PTR £5: [EEF+5E]
B85 168531 SB25 088160888 MOL ERX, DWORD PTR S55: LEEP+1061
BASIEEST 2982 MOL DWORD PTR DS CEDX], ERX
GRS 1EESS|  SBSE OS840085 MOU EAX,DWORD PTR S55: [EEF+46S]
BECIESSF| 9942 84 MOU DWORD PTR DS LEDX+41,ERX
BaEs1EE42| 2085 SFE30Q8E LER EAX,DWORD PTR S5: CEBP+23F]
BES1E545|  SB48 55 HMOU EAX, OWORD PTR O5: CERX+S5]
A 1ESAE|  §942 @8 MOU DWORD FTR DS:[EDX+S1,ERR
BES1EE4E|  SBSE ECE30QE8E MOL ERAX, DWORD PTR S55: CEBP+2EC]
BES1EES4 | 8942 18 MOL DWORD PTR DS [EDX+181,ERY
BES1ESST|  SBSS ESE3I0Q8E MOU ERX, DWORD PTR 55: [EBP+3EZ]
@RS 1BEE0| 8942 14 MOL DWORD PTR DS:CEDX+141,ERK
HBEE1B5EH|  8B9S CCH18888 MOL ED, DWORD PTR S5: [EBPHICCT
BEc1EESE| BB FeOl0808 Mol EEx, 1F2
GRS 1EEEE|  SBFCIA BC HMaL EDI, DWORD PTR DS:[EDX+EEX+C]
BEC1BS5F | BBFF OR EDI, EDI
Bac1EEF1|~ 74 1E JE SHORT ASProtec.@Bs1@sol
BAS1EETE|  SB4C1A 18 MDU ECX DMDRD FTR D5: [EDX+EEX+18]
QA 18577 BBCY
BAE1EEFA -~ 74 11 JE SHDRT HSProtec BEE1ESSC
BEE1E57E|  B3B0 DAS 18888 EDI, DWO R S5:[EEP+10A]
@as 18521 2B741A 14 MDU EsI. DMDRD PTR O0Z: [EDX+EEX+14]
AR 1GESE|  B3F2 AOD ESI EDH
Gac18587|  CIF9 @2 SAR
a1 852A F2:A% REP MDUS DWORD PTR ES:[EDI].DWORD PTR DOS:CESI] |Copw from first allocated area to the second area
GRS 1EESC|  §3C3 28 AOD EBX 28

EE DA JMP SHORT RASProtec, BEGLE

8BSE CCO10aEE8 How EHH DWORD PTR S5: [EBP+1CC]
R FUSH ERAY
BES1ES9E|  SB9S DOE10888 MOU ED:, DOWORD PTR S5: [EEP+10@1]
@RS 1BE9E| 52 FLUSH _ED
BAC1B59F|  SB18 MOU EBX,DWORD PTR DS:[ERX]
@as185A1 a30AR ADD EE-,EDR

note the two areas keep the same size.
After the writing loop we have the classical PUSH 8000 instruction, we've reach our first jump
into the run-time allocated area, as usual Edi keep the base address.

BEG1EETE BIED DEGE1EEEE ADO EDI,DOWORD PTR S5:CEBFP+10&E]
Bas1AEa1 SET41A 14 MOW ESI,OWORD PTR DS: CEDM+EBH+14]
BEG1RE2E BaF2 ADD ESI,EDH
BEAS1AEET CiF2 Bz SAR ECH, 2
ARE1A52A F32:AS REF HMOLS DWORD PTR ES:[EDI1,.OWORD PTR DS:[ESI] |Copy from first allocated area to the second area
HAG1HSEC 93C3 28 AODO EBX, 28
HAG1H5EF |~ EB DA JHMP SHORT ASProtec.BAS 18558
HAG1HE91 SE25 CCA18H0E MOU ERX, OWORD FTR SS: [EBP+1CCI
HAG1HSSF =t PUSH EAX
HAG1H59S SE95 DBA1860E MOU EDX, OWORD PTR SS: [EBP+10A81
HES1HS9E g2 PUSH EDX
BES1EEIF SE12 MO EE, OWORD PTR DS: CEAX]
BEs1E5A1 BE0A AOO 0
BES1E5AZ SE2S E4G8238006 MOU ERE, OWORD PTR S5: CEBP+32E4]
BES1EEAT 2063 HMOL OWORD FTR DS: CEEX], EAX
HEs1H5AB SE25 ESOIE00E MOU ERE, DWORD PTR S5: EEF+3ES]
BES1EEE]T 29432 84 HMOU OWORD FTR DS: CEER+4].EAX
BAG1AsES SE25 ECOIEEEE MOU EA, OWORD PTR S5:[EBF+3EC]
BAS1ASEA 2942 B2 HMOW OWORD FTR DS: CEER+21.EAX
BEs1A5ED EF POF EDI
BEG1BEEE EE POF ESI
BEG1BEEF SE4E B4 Moy EHX DMDRD PTR D5:[ESI+41]
BAG1ASCE AECT ADO El
HAG1HSCY 9985 Cralenns Mo DMDRD PTR S55: [EBP+1CY], EAX
HAG1HSCA 8B5S 5B MOU EDX, OWORD PTR S5: LEBP+5E]
HAG1HSCO SE25 Cra18n0a Mo ERX.DMDRD PTR S55:[EEBP+1CY]
HAG1H503 2942 EC MOU OWORD PTR DS: CEDR+C], EAX
HAG1H50E6 2090 \OB48HEE LEA EBX,OWORD FTR S5:[EBP+4801
HAG1ES0C 53 PUSH EBX
Bas18s00 &H @8 PUSH @
Bas1Es0F &H @3 PUSH @
BES1EEE]L &H @1 PUSH 1
HEG1HEED &7 PUSH EDI
SESE B2 MO EEX, OWORD PTR DS:[ESI+2]

N BEOF ADD EEX,EDI

CED =% PUSH EE=
[ SEA B BESEEEEE PUSH S668 Redirection to the cave #6 - EDI base address
S &H @3 PUSH @
BEG1EEF1 =) PUSH ESI
BES1AEF2 FF235 F4828866 CALL DWORD PTR S5:[CEEFP+2F4]
BEG1AEFS &8 BazE04aE PUSH G042066
HAG1HSFO c3 RETH
BEG1ASFE BaEa AOD BYTE PTR DS:CEAX1,AL

ADDRESS FOR REDIRECTION #6: 0x006105EA
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)
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Then we can finish the patching code for the cave #5 and start the code for the cave#6:

BEGEEEAFE
[a]5]=1=1 =11 o
BEGEE 188
BECEE 18R
BELEEL 14
BRLEEL1S
BEGEB122
BEGEB120
[sls=1=1 = b by
AEcEELSC
BEGEE14E
BEEEE14E
[S[5T=T=1=h =
AEGEE1EF
BEGEE164
BRGEB1GE
BRGEBLTE
BEceELl VD
ARGEE 153

BHEEEL T2
BEEEE]SS
BHEEELTY

this structure is the

L)

28

CYEs DFB1&e16R
CVBES E3dlclbn
E? 4&58FAFF
CFES DFE1&1GR
CFES EZB1&16A
C7YES 99625160
E2 AZS8FAFF
Crea5 63E36160
E3 3951FHFF
C7YES E2E36160
CVYES 18846160
E? B452FAFF
C7YES 18845160
C7BE5 ERABSES1GA
E? 92352FAFF
5230 FCEFesBQ
Cras ERESE1EA
E2 S5354FAFF

HEADG 2

HE042EE 1
HE04 2882
HEO4 2887
HEO42889
HE04 2888
BaD4ZEE0
DE0dZ2B8EF
HED42681 1
BED428135
HEDdz2E14
HEO4 2816
HE042818
HEO4281A
HEn4z281c
HED4z281E
BED4ZE2E
oE0dz2E22
bEDd2824
HEO4Z2E2E
HEDd 2825
HEDd 282/
HEO4 2820
HEO4262E
Hab4z2834
BED4ZE2E
BED4ZE2:
oE04z283A
BEO4283C
HE042E3E
HED4 2848
HEO4 2842
HE04 2844
HEO4 2845
HEnd4z2E845
BED4ZE4A
BED4ZE4C
DE04z2B52
BED4 2854
HE042E5AH
HEDG2EE 1
HEO4 2867
BE042850
HEO42E673
HE04z2E874
BED4ZE7A
oE0dz282a
BaD42052

mm mo m M@ S

&f MOW OWORD PTR DS: [61ASEA], 388865

o

Mol OWORD PTR D5:[&1010F],08ES341C | Cave #1
MOy OWORD PTR DS:[&1A1E2],D47A92632
JMP ASProtec. HES1E1EF

Mol DWORD PTR DS:[&1810F1, 16ES Cave #2
MOy OWORD PTR DS: [&181E3], 76113588
HMOY OWORD PTR DS:[&18299]1,SAESEES
JHFP ASProtec. OES1810F

MOy OWORD PTR DS:[&183681, SA00EES Cave #3
JHMFP ASProtec. BEG1EZ04
MOL OWORD FTR DS:[&18265]1, 358AFE2 Cave #d
MOU OWORD PTR DS:[&1841@1,SA04FES
JMP ASProtec. HES1E3E8

MOL OWORD PTE DS:[&1841A17, 14ES Cave #5
HMOL OWORD FTR DOS:[&185EA], SABSEES
JMFP ASProtec. BAS1E8418

Maw OWoRD PTR D5:[&SEBFFC].EDI cave & [sawe the base address)

JMP ASProtec. BBG185EA

] HOP
& PUSHAD

ES 40868800 CALL BE042647

EE 44 JMF SHORT @E042840

BaeE AOD BYTE PTR DS:[EAXI.OL

BIEEE AOD EYTE PTR DS: [EAX1.OL

BEEE AOD EYTE PTR DS:[EAX1, AL

GG ADD BYTE PTR DS: [EAX1,AL

S7DB KCHE EBH, EBX

38 HOP

Eee AOD BYTE PTR DS:[EAX1.AL

GG AOD BYTE PTR DS: [EAX1.OL

GG ADD EBYTE PTR DS: [EAX1.OL

GG AOD BYTE PTR DS: [EAX1.OL

BIEEE AOD EYTE PTR DS: LEAX1.OL

BIEEE AOD EYTE PTR DS: [EAX1.OL

BEEE AOD EYTE PTR DS:[EAX1, AL

GG ADD BYTE PTR DS: [EAX1,AL

BEEE AOD BYTE PTR DS: [EAX1,AL

B AOD BYTE PTR DS: [EAX1.AL

BEEE AOD BYTE PTR DS: [EAX1.AL

GG AOD BYTE PTR DS: [EAX1.OL

GG AOD EBYTE PTR DS: [EAX1,AL

205 @APAEEEA | AND BYTE PTR DS:C81,A0

BEEE AOD EYTE PTR DS: [EARI, AL

BEEE AOD EYTE PTR DS: [EAX1.OL

BEEE AOD EYTE PTR DS:[EAX1, AL

GG ADD BYTE PTR DS: [EAX1,AL

BEEE AOD BYTE PTR DS: [EAX1,AL

B AOD BYTE PTR DS: [EAX1.AL

GG AOD BYTE PTR DS: [EAX1.OL

GG AOD BYTE PTR DS: [EAX1.OL

GG ADD EBYTE PTR DS: [EAX1.OL

GG AOD BYTE PTR DS: [EAX1.OL

BIEEE AOD EYTE PTR DS: [EAX1.OL

BIEEE AOD EYTE PTR DS:[EAX]1, AL

BEEE 44294488 | ADD BYTE PTR DS: [EBX+4429441,EH
8300 AODD EEX, EBP

2B30 71294488 | SUE EEX,DWORD FTR 55:[EBF+4423711]
5360 DS330448@ e CHP DWORD FTR S5: [EBF+4430031, @
5390 2FZE445@ | MOY DWORD PTR 55: [EBP+442E2F1,EBX
BFEE JERSEGEE | JHZ BED42EAE

5095 E@304458 | LEA EAX,DWORD PTR S55:[EBF+4438E0]
E@ PUSH EAX

FF95 EC314488 | CALL DWORD PTR 55: [EEP+4431EC]
5985 DC384458 | HMOU DWORD PTR S5: [EBP+44380C, EAX
SEF3 MOU EDI,ERR

5090 ED3@4488 | LEA EBH,DWORD FTR S5%:[EBF+4438E0]

same as we've see into the previous version then scroll down a little until

you reach another PUSH 8000 instruction, this is the our next redirection:

BE04 2800
BE04280F
BE0428ES
BE0428ER
AE042EED

BIE04 26F S
BIE04 26F A
BE04 Z6FE
BE042161
BE042167
BE04 21682
Ek il

SECE

S0DEBD 452R4460
2BBLS FE294460
F2:A4

2B2S FE294400
58 BEz8EEE0
&l 848

=]

FF35 70294400
EESE E12C4488

£2
2aa

Mal ECH, ERH

LER EOI,OWORD PTE 55:[CEBP+442R45]
Mo ESI, OWORD PTE 55:[EBP+4429¢E]
REF HMOUS EYTE PTR ES:CEDI],EYTE FTH
MOL ER, OWORD PTR S5:[EEP+4425975]
FUSH Z@an Flaze for redirection to cawve #7
FUSH @

FUSH ERX

CALL OWORD PTR S55:[CEBP+442970]
LER ERX,OWORD PTR 55:[CEBP+442C511
PUSH ERX

RETH

AOD BYTE PTR DS: [EAX,AL
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OFFSET FOR REDIRECTION #7: 0x00520F3 (base 0xO0CF0000)
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

Here the final code for the cave #6 and the partial code for the cave #7:

BEGEEEFE
BEEEEEFF
BEEEE1EA
BEEEE1EA
BEcEB114
BELER11D
BREER12S
BESER120
BEGER1SY
BEceB1sC
BEEEE146
BEEEE14E
BEEEEBIEE
BEEEB1EF
BEcEB1ed
BESEB1EE
BRSEER1FE
BESEE1VD
BEGEE182
BacsBlan
BEeaE197
BEE6E1RA
BEEEB1AS
BEEEE1RE
BECEB1AY
BESEB1AC
BESEB1BE
BESEB1ED
BEGEB1CY
BEcEEB1Ce
BEE6E1CE
BaeaB1CE
BEcEE10A
BEesB105
BEcEB10E
BESER10F
BRSER10E
BEsEB109

L]

L]

C7YES DFAle1BE 1
CYES ESRIGIBE @
E2? 46SBFAFF
C7ES DFRIS1GE E
C7ES E3RICiGn @i
C7ES 9982516068 E
E2 AZSEFAFF
CYes eS@35100 E
E2? 3951FAFF
C7YAS 6SA351686 5
CYES 18A46106 E
ET? B452FHFF
C7ES 18R45106 E
C7YES ERRCS1GE E
E2 9352FAFF
29230 FCEFSSEE
C7ES EABSS1GE &
CYE7 _F3288500 &
B6:C7E7 Fr2aasey
ES 4554FAFF

aC

Al FCEF&EBA
C7Y28 FI2BESEE &
CE2@ FP2e0Sa0 @i
CE2E FO2BESEE &F
BE F32ERSEA

Az DIElesBd

BEEEEEEE

OWORD FTR DS:[&1810F1, DBESZ241C
OWORD FTR_DS:[&181E2], D47AZE2
ASProtec. ARG 1B1EF

OWORD PTR DS:[&1810F1, 16E2
OWORD PTR D5:[&181E2], 761133688
OWORD PTR _D5:[&18299]1, SAESEES
ASProtec. ARG 1810F

DWORD FTR_DS:[&l836581, SADDEE®
ASProtec. ARG 18204

OWORD FTR D5:[&18365], 3538F52
OWORD FTR_DS5:[&184181, SAD4FES
ASFrotec. BAG 1B262

OWORD PTR DS:[el@41@], 14E2
OWORD PTR _D5:[&1G5EA], SABZEES
ASProtec. ARG 16418

OWORD PTR DOS5:[&6BFFC],EDI
OWORD PTR D5:[&1A5EA], BREE6S
DWORD FTR DS: [EDI+528F2], 66B1ASES
WORD FTR D35: [EDI+S28FY1, BC388
ASProtec. BAG 185ER

FUSHAD

FUSHFD

MOU ERX, OWORD PTR OS:[C&cBFFC]

MOU DWORD PTR DOS:CEAX+S26F2], SHARCE
MOU BYTE PTR DS:[ERX+S26FF], 8

MOU BYTE PTR DS:[ERX+S2BF21, &R

ADD ERX,S2EF2

MOY DWORD PTR DS:[CesBlD11, ERX
FOPFD

FOPAD

Cave #1

Cave #2

#3
14

Cave

Cauve

Cawve #5

cave & [save the base address)
Restore the PUSH E08E instruct ion
Fedirection to cawve #7

cave 7

Load the base address

Restore the push 88BH instruction

make the return address

Now start tracing from offset 0x00520F3, reach the RETN instruction and jump into the next

area.

aE042312
BE042215
ae042217
aE04z2z21%
aE04231F
aan42321
AE042227
AE04222H0
BE042328

2890 EEZA4460
BEDE

MOU_EBX.OWORD PTR S5: [EEP+442AEE]

OR EBX,ER:X
-~ 74 BA JE SHORT @@042321
SEBZ MOU ERA, DWORD PTR DS: [EBX]
S7YS5 B92A4400 ACHG DWORD PTR SS5: LEBP+442R%21,ERR
59683 MOY DWORD PTR D5: [EER].ERX
S0ES 712A44B0 LER ESI.OWORD PTR S55: [EEP+442A7F11]
S33E 84 CHF_DWORD PTR DS:[ESI,. A
~ BF24 DIERREEA JE 88042483
20BS F12A4400 LER ESI.OWORD PTR S5:[EEP+442A7F11]

Looks equal to previous ASProtect release, scroll down a little you should see the ASPACK

sequence:

aE042EE2
AE042EES

BE0425C1
Ba04zECz
BED42ECH
BED4Z2ECS
BED4Z2ECC
Ba04 2501
BBD4Z502

=] FOF EBX
HEDE OF EEBX,EBEX
2985 11Z2F4468 HMOL DWORD PTRE S5: [EEFP+442F111,ERX
&1 FUFHD
L JHE SHORT @ah4z25Co
B2 B1aanang MOY ERE, 1
CZ Bcag RETH @C
&2 BARERARE FUSH &
c3 BEETH
SB95 DC304488 | MOU ERY, DWORD FTR 55: [EBP+44390C]

reach the POPAD instruction at offset 0x00525C1, this is our next redirection point.

OFFSET FOR REDIRECTION #8: 0x00525C1 (base 0x00CF0000)
ORIGINAL CODE: POPAD / JNZ
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Here you’ve the full code for the cave#7 ad the partial code for the cave #8:

BECCBEFF
BEcCElEE
BEccE1EA
BEccEl14
BECCELLD
BEccEl23
BEccEl20
BEccElSY
BEccElaC
BEGEE146
BECCE14E
BECCEIES
BECCEIEF
BEccEled
BECCE1EE
BECEEL 7S
BECCELYD
BEccE1E3
BEccE1E0
BECCELSY
BECCE1AE
HESSE1AS
BESCELRS
BECCELAY
BESCELAC
BECCELES
BEcEE1EBD
BESCELCH
BESCEICE
BECCELIDS
BECCELIDD
BECCELIER
HEEEE1ES
BECCELES
BESCELED
BESCELER
BECCELER
BESCELEC
BEGSE1F1
BECCELFE
BECCE2E
BECCEZED
BECCEZEE
BEEEEZEF
BECCEZ1E
BECEEZ1S
BEccB21e

28

CFEs DFalcloa
CFEs EZ@lclon
EY 465BFAFF
CFEs DFalcloa
CFEs EZ@lclon
CVPEs 99825168
EZ A3SBFAFF
CVPES soE3cloa
E? 8951FAFF
CVES sg@3clon
CVPEs laa4cloa
EZ? B4E2FAFF
CFEs laad4cloa
CVPES EABSC 168
E2 93C2FAFF
2930 FCEBFGoEa
C7ES EABSC1EE &
CVE7_F3z200588 &
S5 CYE7Y FFZaEsEl
EE 45E4FAFF

mm ma m MM &S

oC

Al FCEFScEE
CV28 FIz200588 &
Ce28 Frzoetaa &
CeS0 FSzZaacan o
CF2a Cl256588 &
C728 CE250568 @
B5 F32B0568

gg EEE1&EEE

&1
52 BEEEEEEE
c3
=15 ]

oC

Al FCEFScEE
E?SB C125605HE &
:CVEE Co2EasEy
BE Cl12585E0
A2 11B26cE8
20

&l

52 BEEEEEEE
c3

L]

IZI'\

OWORD PTR DS:[&1@i0F ], DBESZ241C
DWORD PTR DS:[&1B1E3], D4vADZE2
ASProtec. BES1B1EF

OWORD PTR DS:[&1@10F], 16ES
OWORD PTR DS:[el1B@1ES], vellzsEa
DWORD PTR_DS:[618299], SHESEED
ASProtec. BEC1E810F

DWORD PTR _DS:[61683531, SAODEES
ASProtec. AB618204

OWORD PTR DS:[6103528]1, 30860F52
DWORD PTR _DS:[e104161, SAD4FED
ASProtec. BEC1E368

OWORD PTR DS:[elB@4187, 14E2
DWORD PTR_DS: [E1GSEAT, SHESEED
ASProtec. AAC18418

DWORD PTR DS: [E&BFFCI,EDI
DWORD PTR DS:[E1GSEAT, SOEECS
HMOL OWORD PTR DO5: CEDI4+5Z20F32], c6B1ASEE

MOL WORD PTR O5: CEDI+SZ20FY ], BC3EE
JHMP ASProtec. BE61ESER

PLSHAD

FUSHFD

MO ER, OWORD PTR DS: CEEBFFC]

HMOL OWORD PTR DO5: [ERX+5Z20F2], S0EESS
MOU BYTE PTR DS: [ERAX+52BFT], 8

MOL BYTE PTR DS: [ERX+S28FS], &R

HMOL OWORD PTR D5: [ERX+5Z5C1], 65B1EAGS
HMOL OWORD PTR D5: [ERX+E5ZE5CE], OC3EE
AOD ER=, 526F3

MOV DWORD PTR DS: [EEB1EE],ERX

FOPFD

FOFAD

FUZH @&

RETH

FUSHAD

FUSHFD

MO ER, OWORD PTR DS: CEEBFFC]

MOU DWORD FTR DS: [ERX+525C1 ], BERAFEL L
MOY WORD PTR DS:[ERA+S2ECET, 1

AOD ER:, 52501

MOU OWORD PTR DS: [ecB2111,ERX

FOPFD

FOPAD

FUZH @&

RETH

MOP

Cave #1

Cawve #2

Cawve #3

Cawve #4

Cave #5

cave & [save the base address)
Restore the PUSH B8E8 instruction
Redirect ion to cave #7

cave ¥

Load the base address

Restore the push BEEE instruction

Redirect ion from the POPAD<JHE instructions

Make the return address

cave 8

Restore the POPAD-JHZ instructions

Make the return address

Now execute the POPAD / JNZ instruction and walk into to the ASPR.DLL:

BE0ZEECE
BADIEECT
BA0IEECAH
BEDIEECF
BE0IEE0S

[=15] FUSH EEP
SBEC

5304 B4

ES A4830388
EZ BE4S1FCFF
E2 EV2IFCFF

AOO ESF,.

BE0ZEE0S| 9048 BA
BEOZEEOC|  GEGE

BEOZEEDE|  GEEE ADD EYTE PTR
CEE= )| [l A0 [T [

Moy EBP.EEE

MOy ERX, BOSASA4

CALL @acFEDSs

CALL BACFI5CH

LER ERX,OWORD PTR DOS: [EAX]
ADD BYTE PTR D5:[ERXI, AL

DS: CERX], AL
D5z CERX], AL

Place one hardware breakpoint on this offset 0x0040BC4 for future reference. Now we can try
to perform the byte search step carried for the previous ASProtect release and see if this is
able to work also with this newest release.
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Perform the first byte searching
routine:

give us right result, yup we’ve found the POPAD / RETN

aab2Aas2|  SECA
aE0zAesd| 55

BE02AE25|  BBEC
BE02AESY| 9304
BE02AE2A| 53

BE0DZAESE| 8B42
BE0ZAESE| B3E3
BE02AE91 S3ES
BE02AE24| 5945
aa0zAEeT| 33C8
BE0ZAE99| SB4D
BE02AE3c)  83C1
BE0ZAESF|  SBD3
BE0ZAEH1 C1EZ
BE02A&A4| 2BCB
BE02ZAEAS|  B3E9

AE0ZAER0
AE0ZAGHF| 48
BE0ZAEEA| S83F3

BE0ZACES|  B8B45
BE0ZAEES|  B93CA
BE0ZAEEE| SB4A
BE0DZAEEBE| 89983
BE0ZAECE| SB42

BE0ZAECE|  8B32
BE0ZAECF|  31C8

aa0z2AsDy FF7S
aabz2As0A 20
aabzAs0E SEEE
Ba0ZAS0E =3}
BEDZASDF ]
pEDZASED| 8

BE0ZAEES|~ 75 E4

58]

42

BE0ZRECS| 9945 F2
BE0ZAGCC| 8945 FC

BE02AE01 2BEL FC
BE0ZAE04 |  &54:3918

BE0ZAERS)  SEBSCEZ 28
5219

MO ERE&, ER-

FLUSH EEF

MW EBF, ESP

AOD ESP, -@C

PUSH EB:

MO ER:, OWORD PTR OS:CEDX+3281
SUB ERX, 28

ER=, 4
MOV DWORD PTR 55:CEBP-CI1,ERX
AOR ER=, ERR
MO ECk, DWORD FTR S5:CEEF-C]
ECX, 28

MO EB:, ERR
EB:, 2
SUB ECH,EBR
ECH, 4
MOU EE=, DWORD FTR DS: CEDX+ERH#4+20]

MOV DWORD PTR D5:CECK],EEX
IMC ER=

EHx, 2
JHE SHORT BEDZAEZS
MOW ER:, DWORD PTR S5:CEBP-C]
AOD ER:, 26
MO ECH, OWORD PTR OS: CEDX+441]
MOU DWORD PTR DS:CERXI, ECH
MOW ER=, DWORD FTR DS: [EDX+42]
MOU DWORD PTR S5:[EBP-31,ERX
MOW ER=, DWORD FTR DOS: CEDX+20]
MOU DWORD PTR S5:LCEBP-41,ERX
“OR ER=, ER-
MOL ED, DWORD PTR S5:[CEBP-41
MOU OWORD PTR FS:[CERR], EDH
PUSH DWORD PTR S5:[CEEP-21

POFFD
MOL ESP,DWORD PTR 5%:[EEF-C]

place a software breakpoint into the RETN instruction and perform the second byte search:

BEOBSAEA

BA0BSAEE
BEDESAF 2

BEDBSAFC

BR0BSEAS
BE0ESEAD

BapasEL v

BA0BSELE
BADBSELIC

BEOBEELF

BEODBSACC| 55
@apaszACch)  SBEC
BAEDBSACE| 8304
Ba0asA0Z| 53
AANAZHDS) 56

BE0EEA0Y| 9955
BE0ESA0A| 9945
BE0ESA00| 8B7S

£
2E00SEID|  SBEC
bE0EEEZE]  BF

SBCE
BEDESAER| B9 226688888
GapEsREY| 3302
BAEDBSAE?|  FrFl

5945 Fa
BEDEEHEE| BB 31888888

SECE
BEDEEAFS|  FreD FA

BE0EEAFS| SBDG
BE0EEAFA|  2BD@

gz
BEDESAFD|  SB4D0 F4
aapatEas) @303
BE0EEEAZ|  SBSS Fa3

SEB45 FC
BE0ESEAS EE REFFFFFF
BE0EEEAE| 93FB FF
BE0EEELL|~ 75 E@
BE0EEELZ|  SE

BE0EEE14 EE
BEOEEELS SEBES

50
BEDEEELS)  C2 8488
96

PUSH EEP

Moy EEF,.ESF

AODD ESF,-1@

PUSH EEX

PUSH ESI

MOU DWORD PTR S5: [EEP-CI,ECH
MOU DWORD PTR S5: [EEP-21,EDX
MOU DWORD PTR S5: [EEP-41,ERX
MOU ESI.OWORD PTR S5:[EBP+21]
MOU ERX,.ESI

MOU ECK, 22

“OR EDH.EDH

CH
MOU DWORD PTR 55: [EBP-181,ERX
MU EBX, 31
MOU ERX,EE®
IMUL OWORD PTR SS:CEBP-181
MOU EDX,.ESI
SUB EDX,ER:
PUSH ED
MOU ECH,OWORD PTR S5:[EBP-C]
ADD ECH,.ERA
MOU EDi,.DWORD PTR S55: [EBFP-3]
MOY ERX,.DWORD PTR S55: [EBFP-41
CHLLEEEDBEHBE

EB¥, -1
JHE SHORT BEOESAF2
ESI

POP EBX
MOu ESP.EEP
EEF

PUSH EDI_ ___ _

ohh so good also the second patter was found.
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Well, press Shift+F9 and wait, OllyDbg will be break into POPAD routine, count 53 and we keep
the first API:

GetModuleFileNameA count 53
CreateFileA count 55
CreateFileMappingA count 56
CloseHandle count 57
MapViewOfFile count 58

Look into the stack window:

TrESE10S kernel32.MaplliewlfFile
FELIZFICA| BlFERaEE
FEL1ZFICY | DEEEEETS
FE1ZFICE| DEEEEEES
EE1ZFICC| BEEEEEEE
EE1ZFP0E| DEEEEEaEE
BE1ZF204| GEEEE808
gelzrz0e| BelzZFF34
YrESE105 kernel32.MapliewlfFile
t+4 B1FEEEEE
t+5 BEEEEE T4
5+C BEBEERES
i+1m [5]5]5]5]5 x5 x]s]
E+14 [5]5]5 )55 5 x]s]
5+18 [5]5]5 555w 5]
E+1C BE1ZFF34
press F7 once:

BlFEEEEE|( e CALL to MapWiewlfFile
5+8 BEEEEEFS (| hMapObiect = BEOEEETS
540 BEEEEEAY (| AccessMode = FILE_MAP_REARD
5+18 BEEEEEaaa () OffsetHigh = @

E+14 ARAEEEAE (| OF Fsetlow = @
5+18 BAEEEEAE (L MapSize = @
410 BO12FF34

Change the access mode from 0x04 to 0x01, leave the breakpoint into the RETN istruction and
press Shift+F9.

OllyDbg will break into the ECX routine, now we can grab from ECX the image mapping base:

2240 F4 OWORD PTR S5:[EBP-CI1.ECH

BEDESA0F

295k F2
2945 FC
SEYS 82

SECE
B2 32888888
3302
F7F1

2945 Fa
EE 218888HE
SBC2

| ERA,EBY___

OWORD PTR S5: [EBP-21,EDH
OWORD PTR S5:[EBP-41,ERHX
ESI,DWORD PTR S5:[EBF+3]

ECH
OWORD PTR S5:[EBP-181,ERY
EEBX, 21

Registers [(S0How?]

8 1EEa8ER
B1F 18888
BEEAZACC
B1F 1 8@Ea
BE12F3E4
BE12F3CC
B1F 1 a@8a
8 1EEBBEa

BEDASAD4

ASCII "MZP™
HSCII "MZP™

ASCII "HMEP™

Address

A1F 18888
aiF1aala
B1F 18628
BiF1a8a38
B1F 18648
aiFilaaca
A1F 18888
aiF1aava
AiF18a:28
A1F 18638
BiF18aR:E

now we've to restore:

1. The raw-size of the section .adata at offset ECX4+0x399
2. The first hardcoded jump (set to 0x00610146) at offset ECX+0xD7146

This program mus
t be run under W
ing2. . 5Feunnnnn
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well I'll try by hand just to see if this is able to work:

CES1 99828REE | MOV BYTE FTR O5: [ECH+393],8
C7Y21l 4671808a | MOU DWORD PTR DS: [ECH+071461, 14E9

HEDESAES| 9O HOP
BEDBSAES| 9@ HOP
BEDBSAET| 3302 WOR EDX,ED
Ba0azRE?]  FrF1 DIV ECH

press F7 twice then restore the code and set the new origin to 0xO0DO5AD4 then press

Shift+F9 and........ YEPPPP: o eeeeenreens it runnnnn %
Well now just for fun we’ve to finish the in-line patching.

At this point we've to inject the redirection in two different point, the first one was at the end
of the POPAD / RETN routine and the last one into the ECX routine.

Offset for the two redirection may be set as show below:

1. redirection from the POPAD/RETN function at offset 0Ox003A6DA
(Original byte 9D 8B 65 F4 61 C3)
Offset for counter#1 : 0OxO066BFF8

2. redirection from the MOV ...,ECX function at offset 0x0015AD4
(Original byte 89 4D F4 89 55 F8)
Offset for counter#2 : 0x0066BFF4

Now for the first redirection we've to set the initial counter value into the O0x0066BFF8 buffer
(we've a total count of 58 then 0x3A):

Address |Hex dump
FEEEEFFE[ 2R BB BA B8] 9@ 98 98 98

see when this one reach the trigger value, if the trigger point meet the count we can change
the access right into the stack, if not simply execute the original instruction. For better coding
the counter value will be decreased every time until this one reach zero.

For the second redirection we've to set the initial counter#2 value at offset O0x0066BFF4 to
Ox01:

R N Ty Sy Py TR PR

Address |Hed durmp
FEEEEEFF4[EL AR B8 BB 3A OE B8 B8] 96 98 9@ 98

Remember also one important things, after all the patching work we've also to think about
ASProtect code integrity checking, then we’ve also to restore the original code in order to avoid
this error:

ST
05 Windowsz %P Profeszional, SP2 L

CPU: AuthenticAMD, AMD ARMD Athlon(trm] 64 Processar 3000+, kb & 0 MHz
Module name: C:A\ProgrammivaSProtect SKE 2.3 DemohaSPratect-inl. exe

Application data:

YmvucZlvbiogy 2ICU MuR nHiROER T M avIR FSWEL R 3hiw T2 bk et

JeiR 1 kbwbiw 2Lk U E 450 v FZul mkMHB 3T nb U FpozB LVH G 1
b eGVUINHYLYENYSRTFG all kM 2090 O pd B F L he: 2UVB Dby Didebd 3

(1] 3 ] [ Copy Text
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0066B100 MOV DWORD PTR DS:[6101DF],DOE5341C ; Cave 1
0066B10A MOV DWORD PTR DS:[6101E3],D47A9203
0066B114 JMP ASProtec.0061015F

0066B119 MOV DWORD PTR DS: [6101DF],10ES8 ; Cave 2
0066B123 MOV DWORD PTR DS:[6101E3],76113800

0066B12D MOV DWORD PTR DS:[610299],5AE9EEQ

0066B137 JMP ASProtec.006101DF

0066B13C MOV DWORD PTR DS:[610368],5ADDEEY ; Cave 3
0066B146 JMP ASProtec.006102D4

0066B14B MOV DWORD PTR DS:[610368],3880F52 ; Cave 4
0066B155 MOV DWORD PTR DS:[610410], 5SAD4FE9
0066B15F JMP ASProtec.00610368

0066B164 MOV DWORD PTR DS:[610410],14E8 ; Cave 5
0066B16E MOV DWORD PTR DS:[6105EA],5AB8EEY
0066B178 JMP ASProtec.00610410

0066B17D MOV DWORD PTR DS:[66BFFC],EDI ; Cave 6
0066B183 MOV DWORD PTR DS:[6105EA], 800068

0066B18D MOV DWORD PTR DS: [EDI+520F3], 66B1A568

0066B197 MOV WORD PTR DS: [EDI+520F7],0C300

0066B1A0 JMP ASProtec.006105EA

0066B1A5 PUSHAD ; Cave 7
0066B1A6 PUSHFD

0066B1A7 MOV EAX,DWORD PTR DS: [66BFFC]
0066B1AC MOV DWORD PTR DS: [EAX+520F3],800068
0066B1B6 MOV BYTE PTR DS:[EAX+520F7],0
0066B1BD MOV BYTE PTR DS:[EAX+520F8], 6A
0066B1C4 MOV DWORD PTR DS: [EAX+525C1], 66B1EA68
0066B1CE MOV DWORD PTR DS: [EAX+525C5],0C300
0066B1D8 ADD EAX,520F3

0066B1DD MOV DWORD PTR DS:[66B1lE5],EAX
0066B1E2 POPFD

0066B1E3 POPAD

0066B1E4 PUSH O

0066B1E9 RETN

0066B1EA PUSHAD ; Cave 8
0066B1EBR PUSHFD
0066B1EC MOV EAX,DWORD PTR DS:[66BFFC]

0066B1F1 MOV DWORD PTR DS:[EAX+525C1],B8087561 ; Restore the POPAD/JNZ instructions
0066B1FB MOV WORD PTR DS: [EAX+525C5],1

0066B204 MOV DWORD PTR DS: [EAX+3A6DA], 66B23C68 ; Write the redirection one (POPAD/RETN)
0066B20E MOV WORD PTR DS: [EAX+3A6DE], 0C300

0066B217 MOV DWORD PTR DS:[EAX+15AD4], 66B27868 ; Write the redirection two (MOV ...,ECX)
0066B221 MOV WORD PTR DS: [EAX+15AD8],0C300

0066B22A ADD EAX,525C1 ; Make the return address

0066B22F MOV DWORD PTR DS:[66B237],EAX
0066B234 POPFD

0066B235 POPAD

0066B236 PUSH 0

0066B23B RETN
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FULL PATCHING CODE (part 2 of 2)

0066B23C
0066B23D
0066B23E
0066B243
0066B244
0066B249
0066B24B
0066B250
0066B25A
0066B263
0066B264
0066B265
0066B266
0066B269
0066B26E
0066B26F
0066B270
0066B271
0066B272
0066B273
0066B276
0066B277

0066B278
0066B279
0066B27A
0066B27F
0066B280
0066B285
0066B287
0066B28E
0066B298
0066B29D
0066B2A7
0066B2B0
0066B2B5
0066B2BA
0066B2BB
0066B2BC
0066B2C1

PUSHAD

PUSHFD

MOV EAX, DWORD PTR DS: [66BFF8]

DEC EAX

MOV DWORD PTR DS: [66BFF8],EAX

JNZ SHORT ASProtec.0066B270

MOV EAX,DWORD PTR DS: [66BFFC]

MOV DWORD PTR DS: [EAX+3A6DA],F4658B9D
MOV WORD PTR DS: [EAX+3A6DE],0C361
POPFD

POPAD

POPFD

MOV ESP,DWORD PTR SS: [EBP-C]

MOV BYTE PTR SS: [ESP+2C],1

POPAD

RETN

POPFD

POPAD

POPFD

MOV ESP,DWORD PTR SS: [EBP-C]
POPAD

RETN

PUSHAD

PUSHFD

MOV EAX,DWORD PTR DS: [66BFF4]

DEC EAX

MOV DWORD PTR DS: [66BFF4],EAX

JNZ SHORT ASProtec.0066B298

MOV BYTE PTR DS: [ECX+399],0

MOV DWORD PTR DS: [ECX+D7146], 14E9
MOV EAX, DWORD PTR DS: [66BFFC]

MOV DWORD PTR DS: [EAX+15AD4],89F44D89
MOV WORD PTR DS: [EAX+15AD8],0F855
ADD EAX,15AD4

MOV DWORD PTR DS: [66B2BD],EAX
POPFD

POPAD

PUSH 0

RETN

Cave 9 (Redirection for the POPAD/RETN routine)

Load the counter#l value in EAX
Decrement the counter

Write back the new counter#l value
Jump if count isn't reached

Restore the original instruction at POPAD/RETN

Restore the process context

Restore the process context

Execute the original POPFD instruction
Execute the original MOV ESP,... instruction
Apply the patch to keep the right access
Execute the original POPAD instruction
Execute the original RETN (go into the API)
Restore the process context

Restore the process context

Execute the original POPFD instruction
Execute the original MOV ESP,... instruction
Execute the original POPAD instruction
Execute the original RETN (go back)

Cave 10 (Redirection for the MOV ...,ECX)

Patch the file mapping: fix the raw-size
Patch the file mapping: fix the first jump

Ok, now I think that’s enough for now, try your way and let me know what is your idea, if
you‘ve some target packed with the latest ASProtect release of let me know I'll carry on some
study about it...

ThunderPwr

I would just say thanks to Madman He3cul3s, to all ARTeam friends,
and to Ricardo Narvaja / Cracks Latinos.
Of course thanks to you that are still alive at the end of this tutorial.
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