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ASProtect 2.3 SKE 04.26

The target for this analysis can be downloaded from http://www.tuts4you.com/  choose the
UnPackMe_ASProtect.2.3.04.26.g.exe file.
Start your OllyDbg, press ALT+O and sure about this settings:

also set this check into the Olly Advanced plugin.
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Run LordPE and take also a look at the packed executable sections:

press the Sections button:

as in previous ASProtect version the last section namely .adata keep a RAW-SIZE equal to 0.

Well this is enough to start our analysis then run OllyDbg and load in it the packed executable,
we have the classical ASProtect entry point:

As usual we’ve to start with some code stepping by using F7, and after a little we should reach
the first decryption loop.

This loop have some obfuscated code, but by using NOP instructions it will look good for us.
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LOOP#1 EXIT POINT (Redirection #1 - hardcoded): 0x0046C1AC
ORIGINAL CODE: JMP 46C19E (E9 38 00 00 00)
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The first decryption loop was gone then step again to reach the other one, also we’ve
obfuscated code and some NOP may be help into our analysis:

LOOP#2 EXIT POINT (Redirection #2): 0x0046C2B7
ORIGINAL CODE: JMP 46C19E (E9 1A 00 00 00)
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Same as above after some step we reach another loop, again we can use NOP to bring the
code in a more readable form:

LOOP#3 EXIT POINT (Redirection #3): 0x0046C378
ORIGINAL CODE: JMP 46C393 (E9 16 00 00 00)
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Now we’ve another loop, code isn’t obfuscated:

it write some byte at address 0x0046C979 but  don’t care of it and go on:

LOOP#4 EXIT POINT (Redirection #4): 0x0046C457
ORIGINAL CODE: MOV EAX,EDI
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Step straight after some code we should reach the two classical VirtualAlloc API call:

ADDRESS FOR REDIRECTION #5: 0x0046C616
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

Note for redirection #5

Into the redirection we’ve also to save the base address of the newly allocated memory area,
this value was stored into the EDI register.
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Reach the RETN instruction and jump into the newly allocated area (the red coloured NOP
instruction again is only to leave the obfuscated code):

After some step we’ve another VirtuallAlloc API call followed by a writing loop, time for us to
set a new redirection point:



ThunderPwr of ARTeam Inline patching ASProtect 2.3 SKE

10

OFFSET FOR REDIRECTION #5: 0x004E0F3
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

Reach the RETN istruction at offset 0x004E108 (from the base address of the second
VirtualAlloc API call) and go into the next code layer:

Place one hardware breakpoint on offset 0x004E30D to keep fast when you’ve to restart.

Now start to step again, you see another call to the VirtualAlloc API at offset 0x004E343,
step again and you’re able to reach the classical ASPACK sequence:

press F8 one time:

the MOV instruction write the new jump address, time for us to write down the address for the
next redirection:

OFFSET FOR REDIRECTION #6: 0x004E5C1
ORIGINAL CODE: POPAD / JNZ instructions

Reach the RETN istruction and we land into a new area:

Place one hardware breakpoint on this offset 0x003E5B0 for future reference.
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Now is time to search the keypoint related the MapViewOfFile API call (if this one exist) in
order to deal about the CRC check (this check is for the file on the disk):

but we found anything then may be in this newer version this test was skipped or simply the
call was totally obfuscated, well place a memory breakpoint (F2) into the MapViewOfFileEx
entry point and press Shift+F9, you’ve to press Shift+F9 some time until you’re able to see
into the stack window some address referred our run-time area:
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Press ALT+F9 to return into the caller code:

press again Shift+F9:

and ALT+F9, now we land into this piece of code:

by using the single step (F7) reach the selected CALL and enter in.
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Now reach the call 00A22E8C just before the RETN 0C instruction and step inside this call:

step into the call which is after the string “196” and enter it.
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we got the keypoint, this code will be executed more time after the MapViewOfFileEx
breakpoint, and after some execution when the POPAD istruction is executed, ASProtect catch
the integrity error.

Well let me explain a little more now; in order to see the integrity error we’ve to enlarge the
last section (this is useful later when we’ve to write our patching code), then run LordPE and
change the RAW-SIZE of the last section .adata from 0 to 0x1000.

press the Sections button and select the last section .adata the right click and select the edit
option then perform the RawSize change as show below:

press OK and Save.
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Now run Hex-Workshop, load the packed executable and go to the end of the file, now add
0x1000 byte with value set to 0x90.

then press OK.
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Save and close.

Now try run the modified packed exe outside OllyDbg:

this warning nag tell us about the integrity check and the modified executable will don’t run
until we make some fix related this CRC.

Well, now we have to reach again our keypoint and understand how ASProtect call the API’s in
order to perform the CRC check, we know what is the API involved, that is the
MapViewOfFileEx, but at know we don’t know from what point ASProtect perform this call.

Into the older ASProtect version found the call was easy because this one was called directly
from the ASProtect code in a direct way (you can find easy the right point by a binary search),
in this new version there is no direct call, but all will be performed through some bridge.
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This idea was proof by our previous analysis, in fact after the first breakpoint into the
MapViewOfFileEx we have some strange jump to a new section which start from address
14E0000 and from this drive the execution back to the ASProtect code.

Then in order to better know what crazy things was done by ASProtect is time for us to restart
OllyDbg (CTRL+F2) and press Shift+F9. We should land into the settled hardware breakpoint:

Now we’ve to break into the VirtualAlloc API call, put a breakpoint into the RETN instruction:

Then press Shift+F9, look at the registry window and repeat with Shift+F9 until EAX keep the
14E0000 address, you’ve to repeat this step a lot of time, every time EAX keep a base address
for some new allocated section.

Now into the OllyDbg dump window press CTRL+G and write the address 014D0000 and put a
memory breakpoint on access into the first byte, in this way we’re able to see from what point
into the ASProtect code this area will be written.
Then:

press OK, the new area was zeroes filled, that’s right because we’ve simply allocated the area
and no writing operation has been done.
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Now put the memory breakpoint on access into the first byte.

Leave the memory breakpoint on the VirtualAlloc and put another memory breakpoint into
the MapViewOfFileEx API and press Shift+F9, OllyDbg will be break on this piece of code.

change the dump windows view mode in order to keep the code disassemble and reach the
RETN instruction (press CTRL+F9), the first PUSH command will be write:

press F7 to execute the RETN istruction.
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This nice piece of code write the three PUSH instruction and the final call instruction:

reach the last call before the RETN istruction, and step into by using F7.
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This last piece of code is the same which we’ve see during our first analysis, when we’ve try to
stop into the MapViewOfFileEx for the first time, before to enlarge the executable last
sections.

Press CTR+F9 and make some stepping, you should be able to reach the area at the address
014D0000 then step into the call address with F7, reach the 0x00A42F70 call and following the
step brig us to review the call at 0x00A42E8C, step a little and you’re again into the
0x00A42CE0 call.

Now the execution take from another place on the address 0x014E0000 and we’ve to trace
again, at some time you return into the previous call and the API is charged into the stack,
perfect, see the code below:

Look into the EAX register you’ll found the API address or simple code address that will be
called at the subsequent POPAD / RETN istructions (which is inside the call 00A42CE0).
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then we know what way ASProtect keep to perform the jump into the code and API. Referring
only to the API sequence I’ll report below what sequence I’ve found.

GetModuleHandleA
GetCurrentProcess

GetProcessAffinityMask
GetModuleFileNameA

After the GetModuleFileNameA execution when you’re are going back into the POPAD / RETN
instruction look at the EAX register, this tell us about the target executable full path:

Now if you press Shift+F9 the next API will be the:

CreateFileA

With this stack structure:
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From MSDN we have:

CreateFile / CreateFileA info

if the function succeed the returned value was the handle to access the object the ASProtect
use the CreateFileA in  order to keep a valid handle to access further the file on the disk and
perform the check.

Well let’s go straight, execute the RETN istruction.

press CTRL+F9, now EAX keep your file handle and you’re back into the  bridge code:

Press again Shift+F9 and when OllyDbg break you’ve the API name in EAX now is the time of
CreateFileMappingA API:

execute the RETN istruction after the PUSHAD and we’re into the API entry point:
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Well also in this case MSDN will help us (this is just for info not yet useful for our task):

CreateFileMapping info

related the protection file flag we’ve:

With this value:

PAGE_NOACCESS 0x01
PAGE_READONLY 0x02
PAGE_READWRITE 0x04
PAGE_WRITECOPY 0x08
PAGE_EXECUTE_READ 0x20
PAGE_EXECUTE_READWRITE 0x40
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This API open a file mapping object that we can use to perform a file mapping by using the
MapViewOfFile API call, to proof this sentence simply press again Shift+F9, we’ve a first:

CloseHandle

Again press Shift+F9 and finally we’re able to reach our API:

again Shift+F9 to reach the POPAD / RETN instructions:

or to better understanding:

press once F7 to reach the API entry point:

ok from this we have the first difference from the previous version, now with the new
ASProtect release we can simply break into the MapViewOfFile entry point, no need for break
in MapViewOfFileEx because this time the API will be directly called.
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Well until this point the API’s sequence was:

GetModuleHandleA
GetCurrentProcess

GetProcessAffinityMask
GetModuleFileNameA

CreateFileA
CreateFileMappingA

CloseHandle
MapViewOfFile

Press CTRL+F9 to reach the MapViewOfFile API RETN istruction, EAX keep the file image
base address.

take a look into the dump window at the EAX pointed address.

yep  this look exactly for the file mapped image.

Execute the RETN istruction and we’re redirect to the ASProtect bridge, then let’s trace a little:
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Press Shift+F9 twice and we’re into our POPAD / RETN istruction, now we’re jumping into this
piece of ASProtect code (offset 0x00A24B2C – 0x00A10000 = 0x0014B2C):

look also at the register window:

ECX keep the base address for the mapped file, then we can remind some offset which came
from the area which was allocated at address 0x0046C50F by means the first VirtuaAlloc API
call. A good redirection point may be at the address 0x00A24B34 or to better say at offset
0x0014B34.

Note

Let me say from a general point of view to take care of this offset because we really don’t
know now if this piece of code was executed for the first time or if this can be executed more
time. At this stage we can just remind this offset for future (hope useful     ) reference.

Then to speed up our finding we have to reach the ASPACK code and the perform a binary
search with this pattern:

55 8B EC 83 C4 F0 53 56 89 4D F4 89 55 F8 89 45 FC 8B 75 08 8B C6 B9 32 00 00 00 33 D2
F7 F1 89 45 F0 BB 31 00 00 00 8B C3 F7 6D F0 8B D6 2B D0 52 8B 4D F4 03 C8 8B 55 F8 8B
45 FC

this gave us the function, the first execution keep in EAX our file image mapped base address.
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Also pause a second, go into the dump window, press CTRL+G and type in the file image
mapping base address, in my case 014F0000 (generally speaking this value may be different
because we deal about a run-time area), then press CTRL+B and perform a string search for
the text .adata:

press OK and you should see:

the red squared parameter was the RAW-SIZE value that we’ve change to 0x1000 (offset from
the base address 0x2A1), then simply change it back to the original value hence set it to 0,
but… hey what happen, OllyDbg tell us that we can’t change anything from this area:

that’s right bcz we don’t have the right access to write into this area which is committed from
the process, to write in we’ve to access direct from the process area (by our patching code for
example) and also we have to change the file image mapping access attribute before call the
MapViewOfFile. Well we’ve to restart now and try some other things before finish.

Hint

If you don’t like this way to found the RAW-SIZE value I’ll tell you another way. Go into the
dump window and press right click then select Special -> PE header, now the dump window
is able to show the area contents as this is a PE header section, scroll down a bit ad search for
the .adata section (this is the last one), here you’ve the RAW-SIZE parameter in a more
readable form.

Now simply press Shift+F9, OllyDbg should break into the first placed hardware breakpoint:
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Place a memory breakpoint (F2) into the MapViewOfFile, press Shift+F9, we’ve a first break,
press again and we’ve another break. Look into the stack  window and change the access
attribute from 4 to 1 (you can edit it directly into the stack window, right click and modify).

Now press Shift+F9, we have a break into the code which save in ECX the base address, write
this code:

and execute it by press F7 once, look at the dump window which was focused to the mapped
image area:

ok, now we’re able to change the data because all the condition was satisfied:

1. we’ve the right access (READ and WRITE) to the mapped image area;

2. the patching instruction has to be executed inside the process space or better say
inside the space of the process which have created the mapped image; if you try to
change this byte directly from OllyDbg (regard you have set the right access flag) you
will reach again another write error like the previous one.

ok after this little secret  we’ve to restore the code and go on in our analysis.

Then highlight the modified code, right click and choose the Undo selection option or simply
use the shortcut Alt+BkSp as you like.
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Now the code was restored to the original form (what we are doing now in manual way must
be performed by our inline code, I’ll just show you how we’ve to proceed, but also remind that
our inline code have to restore also other byte than the single RAW-SIZE data into the PE
header, in fact we have also to restore the byte related the first redirection at the end of the
first decryption loop, address 0x0046C1AC).

Now we’ve also to reset the instruction pointer (EIP) to the restored instruction, put your
mouse into the MOV restored instruction and do a right click then choose the New origin here
option like I show below:

Now after pressing Shift+F9 we experienced other break in this point then we’ve to set a
counter because the patch must be applied one and one time.
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Continue with Shift+F9, you keep other breakpoint into the MapViewOfFile, remove this
breakpoint and again with Shift+F9 until...

yep it runnnn then we’ve successfully defeated the CRC now .

Stop again yourself from singing and think about how we can change the access properties
byte before run the MapViewOfFile API, we’ve proof what we can defeat the CRC stuff but
we’ve another point unsolved, a suitable hook point was at the famous POPAD / RETN point,
here we’ve all the API calling the we can also set another counter and break only when we’ve a
match from our counter, we’re sure for the MapViewOfFile API and then go to change the
access mode for the file mapping area.

Ok then now is time to found a easy way to recover the redirection point at the POPAD / RETN
instruction, then you’ve basically two way, one follow the Madman binary search as him show
in [1] or simply after you reach the ASPACK code perform a binary search for:

8B C0 55 8B EC 83 C4 F4 53 8B 42 30 83 E8 20 83 E8 04 89 45 F4 33 C0 8B 4D F4 83 C1 20
8B D8 C1 E3 02 2B CB 83 E9 04 8B 5C 82 20 89 19 40 83 F8 08

Place a breakpoint into the RETN istruction after the POPAD and press Shift+F9, now you’ve to
count the number of time you reach this breakpoint and stop counting when you see into the
stack the MapViewOfFile text string, my count for this unpackMe was equal to 46.



ThunderPwr of ARTeam Inline patching ASProtect 2.3 SKE

31

Well in order to reassuming the step that we’ve to do in order to fix the CRC we have:

1. Reach the ASPACK sequence
2. To identify the first redirection perform a binary search for:

8B C0 55 8B EC 83 C4 F4 53 8B 42 30 83 E8 20 83 E8 04 89 45 F4 33 C0 8B 4D F4 83
C1 20 8B D8 C1 E3 02 2B CB 83 E9 04 8B 5C 82 20 89 19 40 83 F8 08

3. Place a breakpoint into the RETN istruction.
4. To identify the second redirection perform a binary search for:

55 8B EC 83 C4 F0 53 56 89 4D F4 89 55 F8 89 45 FC 8B 75 08 8B C6 B9 32 00 00 00
33 D2 F7 F1 89 45 F0 BB 31 00 00 00 8B C3 F7 6D F0 8B D6 2B D0 52 8B 4D F4 03 C8
8B 55 F8 8B 45 FC

5. Place a breakpoint into the MOV DWORD PTR SS:[EBP-C],ECX istruction.
6. Press Shift+F9 and increment the counter#1 every time you reach the breakpoint until

you can see into the stack the MapViewOfFile API name, when you reach the counter
number change the access right by perform a MOV BYTE [ESP+0x0C],0x01 instruction.

7. When you break into the second redirection (see point 4), check if the counter#2 was
equal to 0, if yes keep ECX and perform the byte restoring into the PE header image
(offset 0x2A1) and into the file image section (offset 0x002B1AC), increment the
counter to prevent further access to this patching point.

8. Open the memory window into the .adata section and see if some byte will be set to
zero from ASProtect, found the first byte to 0x90 this is the place how we’ve to place
the subsequent cave code.

9. that’s enough for the file integrity check.
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After this big in-deep analysis we can return to the last things the memory integrity check, to
found this simply put a memory breakpoint into the first byte of the OEP (if this isn’t
obfuscated) or into the fake OEP (you can found it by using the exception method) and press
Shift+F9 to run the program, we should break into the decompression loop:
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Some step away from this code we’are into the memory CRC check routine:

This code will be executed some time, after all the executions we land into this routine:

reach the RETN instruction and we’re into the MOV EBP,EAX instruction just before the check
45, patching delivery can be do just after this checking, for example into the MOV EAX
instruction.
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Stack:

From this point of view the patching delivery stage can be done in the same way as we do into
the old ASProtect version.
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Extension to the ASProtect 2.3 Build 06.19 Beta

Now we will try our approach with the newest ASProtect release, download the latest demo
from the www.aspack.com web site:

Load in OllyDbg and trace to walk trough all the decryption loop:

LOOP#1 EXIT POINT (Redirection #1 - hardcoded): 0x00610146
ORIGINAL CODE: JMP 61015F (E9 14 00 00 00)
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Trace and we’ve another loop (number 2):

we’ve the first difference with the other ASProtect version, if you try to put a memory
breakpoint in 0x006101DF ASProtect crash because the loop at the end read the code at the
breakpoint address, perform some task and then take the execution of the modified code. But
if you put a breakpoint, then a 0xCC instruction, the decrypted instruction will be not valid and
perform the crash, to see what is the right istruction simply put one hardware breakpoint and
press Shift+F9 to run all the loop, the final code will be:

ok, this is a anti-inline countermeasure and we’ve to defeat it in  order to trace the
decompression sequence, then we’ve to found a way able to write our inline code or at least
put a scrambled code that will be decrypted in a right way.

To know how look at the code, the decryption loop start from:

DS:[00610B4B]=2DEF6A6A

At the next cycle we have:

DS:[00610B47]=154BAEE5
DS:[00610B43]=A996EC15

Total length 00610B4B – 6101DF = 96C

If you look into the code the loop end condition is equal to 970, this is because the first four
address was fixed before entering the loop.
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Ok the the loop scan the subsequent code with step of 4 byte (SUB EDX,4) and rebuild the
code after some manipulation, now we’ve to reverse the algorithm In order to obtain at the
end the decryption code a JMP istruction to our patching cave instead a call to the ASProtect
code.

To do this we need to know the redirection address for our patching cave #2 then we can
evaluate it if we know the starting cave address and the size of the cave#1.

This can be done easily because the size of the cave#1 is the same which we’ve see into the
previous ASProtect 2.0 inline patching tutorial, we have to write the first byte of the cave#2 15
byte far from the starting cave address.

If we assume as starting cave address the 0x0066B100 the cave#2 starting address will be
from 0x0050D10F then our redirection code should look as:

JMP 0x0050D10F

Then exactly 5 byte

E9 A3 1E 02 00

Because the loop scan the code with a step of 4 byte we need to keep 8 byte in length we’ve
to replace 8 byte then we can run freely the loop and stop the execution at the 0x006101E7
address, look at the value into the EAX register and make our things.

Let’s go, place a hardware breakpoint on access in 0x006101E7:
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when OllyDbg stop we have to step until the address 006101C3 in order to read the next byte
(our byte):

now we have to replace the byte: 66b119

1B 11 7A D4 03 2A 6B A2

with another one able to give us this result:

E9 35 AF 05 00 90  00 00 = X1 | X2

Where we define for sake of clarity:

X1 = E9 35 AF 05
X2 = 00 90  00 00

Ok now take a look at the algo it’s time to reverse it:

EDI = F4201B4E
EAX = 024DE477
ESI = EE5089F0

0061019B    FF341A          PUSH DWORD PTR DS:[EDX+EBX]  ; Loop#2 start
0061019E    81D7 C1075856   ADC EDI,565807C1
006101A4    58      POP EAX
006101A5    81C0 DAB8EB5D   ADD EAX,5DEBB8DA
006101AB    81F7 9F7BEB30   XOR EDI,30EB7B9F
006101B1    81C0 0B514C22   ADD EAX,224C510B
006101B7    81C6 D8C38A24   ADD ESI,248AC3D8
006101BD    81F0 E80BB254   XOR EAX,54B20BE8
006101C3    890413          MOV DWORD PTR DS:[EBX+EDX],EAX

The major register that we’ve to keep in consideration was EAX, don’t care about other
registers.
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We have at first in EAX the current dword that ASProtect will decrypt:

EAX = A2 6B 2A 03 -> new value to found, name it generically as  X

New value to write = 00 00 90 00 = EAX = (X + 5DEBB8DA + 224C510B) XOR 54B20BE8

Well now look at this boolean expression:

Value = (X + CONST1) XOR CONST2

But this can be rewritten in this way:

Value XOR CONST2 = X + CONST1

And finally:

X = (Value XOR CONST2) – CONST1

It give us (X1 and X2 are instruction code then take care to write the byte in reverse order,
calculation with Widows calc in Qword / Hex mode and result rounded to Dword):

X2 = (00 00 90 00 XOR 54B20BE8) – 803809E5 = D47A9203 (Rounded to Dword)

Now we have to repeat the step for the last dword:

X1 = (05 AF 35 E9 XOR 54B20BE8) – 803809E5 = D0E5341C (Rounded to Dword)

Then we’re ready to build our first two patch cave:

With this we have finally the jump address to the cave#2 decrypted by ASProtect itself:

Now into the cave#2 we’ve first to restore the original code and return to the 0x006101DF
address, here the partial code (we have to found the next redirection now).
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Then redirection#2 will be decrypted on the fly by ASProtect itself.

Step until the next decryption loop, there is some obfuscated code.

LOOP#3 EXIT POINT (Redirection #3): 0x00610299
ORIGINAL CODE: JMP 6102D4 (E9 36 00 00 00)

Reach the exit point:
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then we can finish our patching code for the cave #2.

ok trace until we reach another loop (number 4), this loop is similar to the loop #2 then we’ve
to reverse it:

now the major registry is ESI, as above we’ve to altered the original encrypted instruction in
order to make ASProtect able to decrypt them in a JMP to our cave #4.
Place one hardware breakpoint on execution in 0x0061030F and one other to 0x00610368 in
order to see what byte is changed by the loop.

cool the last 7 byte was unchanged, I don’t know if this may be a bug but for sure I’ll use it
and we can place our redirection address on 0x00610368.

LOOP#4 EXIT POINT (Redirection #4): 0x00610368
ORIGINAL CODE: PUSH EDX / JS ….
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We can also write our partial code for the cave #4.

Now start again with the step, there is another loop:

place a software breakpoint (F2) at the address 0x00610410 and press Shift+F9 in order to
skip all the loop.
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we can set our redirection to the cave #5 at the address 0x00610410 then we have:

LOOP#5 EXIT POINT (Redirection #5): 0x00610410
ORIGINAL CODE: CALL 610429 (E8 14 00 00 00)

We can complete the patching code for the cave #4 and write the first code for the cave #5.



ThunderPwr of ARTeam Inline patching ASProtect 2.3 SKE

44

Start to step from the 0x00610410 address, we can reach on address 0x006104E3 the first
VirtualAlloc API call:

note the two areas keep the same size.
After the writing loop we have the classical PUSH 8000 instruction, we’ve reach our first jump
into the run-time allocated area, as usual Edi keep the base address.

ADDRESS FOR REDIRECTION #6: 0x006105EA
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)
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Then we can finish the patching code for the cave #5 and start the code for the cave#6:

From this point we’re ready to jump into the newly allocated memory area, press F7 once.

this structure is the same as we’ve see into the previous version then scroll down a little until
you reach another PUSH 8000 instruction, this is the our next redirection:
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OFFSET FOR REDIRECTION #7: 0x00520F3 (base 0x00CF0000)
ORIGINAL CODE: PUSH 8000 (68 00 80 00 00)

Here the final code for the cave #6 and the partial code for the cave #7:

Now start tracing from offset 0x00520F3, reach the RETN instruction and jump into the next
area.

Looks equal to previous ASProtect release, scroll down a little you should see the ASPACK
sequence:

reach the POPAD instruction at offset 0x00525C1, this is our next redirection point.

OFFSET FOR REDIRECTION #8: 0x00525C1 (base 0x00CF0000)
ORIGINAL CODE: POPAD / JNZ
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Here you’ve the full code for the cave#7 ad the partial code for the cave #8:

Now execute the POPAD / JNZ instruction and walk into to the ASPR.DLL:

Place one hardware breakpoint on this offset 0x0040BC4 for future reference. Now we can try
to perform the byte search step carried for the previous ASProtect release and see if this is
able to work also with this newest release.
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Perform the first byte searching give us right result, yup we’ve found the POPAD / RETN
routine:

place a software breakpoint into the RETN instruction and perform the second byte search:

ohh so good also the second patter was found.
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Well, press Shift+F9 and wait, OllyDbg will be break into POPAD routine, count 53 and we keep
the first API:

GetModuleFileNameA count 53
CreateFileA count 55
CreateFileMappingA count 56
CloseHandle count 57
MapViewOfFile count 58

Look into the stack window:

press F7 once:

Change the access mode from 0x04 to 0x01, leave the breakpoint into the RETN istruction and
press Shift+F9.

OllyDbg will break into the ECX routine, now we can grab from ECX the image mapping base:

now we’ve to restore:

1. The raw-size of the section .adata at offset ECX+0x399
2. The first hardcoded jump (set to 0x00610146) at offset ECX+0xD7146
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well I’ll try by hand just to see if this is able to work:

press F7 twice then restore the code and set the new origin to 0x00D05AD4 then press

Shift+F9 and……..yepppp…………….it runnnnn .

Well now just for fun we’ve to finish the in-line patching.

At this point we’ve to inject the redirection in two different point, the first one was at the end
of the POPAD / RETN routine and the last one into the ECX routine.

Offset for the two redirection may be set as show below:

1. redirection from the POPAD/RETN function at offset 0x003A6DA
(Original byte 9D 8B 65 F4 61 C3)
Offset for counter#1 : 0x0066BFF8

2. redirection from the MOV …,ECX function at offset 0x0015AD4
(Original byte 89 4D F4 89 55 F8)
Offset for counter#2 : 0x0066BFF4

Now for the first redirection we’ve to set the initial counter value into the 0x0066BFF8 buffer
(we’ve a total count of 58 then 0x3A):

see when this one reach the trigger value, if the trigger point meet the count we can change
the access right into the stack, if not simply execute the original instruction. For better coding
the counter value will be decreased every time until this one reach zero.

For the second redirection we’ve to set the initial counter#2 value at offset 0x0066BFF4 to
0x01:

Remember also one important things, after all the patching work we’ve also to think about
ASProtect code integrity checking, then we’ve also to restore the original code in order to avoid
this error:
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FULL PATCHING CODE (part 1 of 2)

0066B100  MOV DWORD PTR DS:[6101DF],D0E5341C       ; Cave 1
0066B10A  MOV DWORD PTR DS:[6101E3],D47A9203
0066B114  JMP ASProtec.0061015F

0066B119  MOV DWORD PTR DS:[6101DF],10E8           ; Cave 2
0066B123  MOV DWORD PTR DS:[6101E3],76113800
0066B12D  MOV DWORD PTR DS:[610299],5AE9EE9
0066B137  JMP ASProtec.006101DF

0066B13C  MOV DWORD PTR DS:[610368],5ADDEE9        ; Cave 3
0066B146  JMP ASProtec.006102D4

0066B14B  MOV DWORD PTR DS:[610368],3880F52        ; Cave 4
0066B155  MOV DWORD PTR DS:[610410],5AD4FE9
0066B15F  JMP ASProtec.00610368

0066B164  MOV DWORD PTR DS:[610410],14E8           ; Cave 5
0066B16E  MOV DWORD PTR DS:[6105EA],5AB8EE9
0066B178  JMP ASProtec.00610410

0066B17D  MOV DWORD PTR DS:[66BFFC],EDI            ; Cave 6
0066B183  MOV DWORD PTR DS:[6105EA],800068
0066B18D  MOV DWORD PTR DS:[EDI+520F3],66B1A568
0066B197  MOV WORD PTR DS:[EDI+520F7],0C300
0066B1A0  JMP ASProtec.006105EA

0066B1A5  PUSHAD                                   ; Cave 7
0066B1A6  PUSHFD
0066B1A7  MOV EAX,DWORD PTR DS:[66BFFC]
0066B1AC  MOV DWORD PTR DS:[EAX+520F3],800068
0066B1B6  MOV BYTE PTR DS:[EAX+520F7],0
0066B1BD  MOV BYTE PTR DS:[EAX+520F8],6A
0066B1C4  MOV DWORD PTR DS:[EAX+525C1],66B1EA68
0066B1CE  MOV DWORD PTR DS:[EAX+525C5],0C300
0066B1D8  ADD EAX,520F3
0066B1DD  MOV DWORD PTR DS:[66B1E5],EAX
0066B1E2  POPFD
0066B1E3  POPAD
0066B1E4  PUSH 0
0066B1E9  RETN

0066B1EA  PUSHAD                                   ; Cave 8
0066B1EB  PUSHFD
0066B1EC  MOV EAX,DWORD PTR DS:[66BFFC]
0066B1F1  MOV DWORD PTR DS:[EAX+525C1],B8087561    ; Restore the POPAD/JNZ instructions
0066B1FB  MOV WORD PTR DS:[EAX+525C5],1
0066B204  MOV DWORD PTR DS:[EAX+3A6DA],66B23C68    ; Write the redirection one (POPAD/RETN)
0066B20E  MOV WORD PTR DS:[EAX+3A6DE],0C300
0066B217  MOV DWORD PTR DS:[EAX+15AD4],66B27868    ; Write the redirection two (MOV ...,ECX)
0066B221  MOV WORD PTR DS:[EAX+15AD8],0C300
0066B22A  ADD EAX,525C1                            ; Make the return address
0066B22F  MOV DWORD PTR DS:[66B237],EAX
0066B234  POPFD
0066B235  POPAD
0066B236  PUSH 0
0066B23B  RETN
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FULL PATCHING CODE (part 2 of 2)

0066B23C  PUSHAD                                   ; Cave 9 (Redirection for the POPAD/RETN routine)
0066B23D  PUSHFD
0066B23E  MOV EAX,DWORD PTR DS:[66BFF8]            ; Load the counter#1 value in EAX
0066B243  DEC EAX                                  ; Decrement the counter
0066B244  MOV DWORD PTR DS:[66BFF8],EAX            ; Write back the new counter#1 value
0066B249  JNZ SHORT ASProtec.0066B270              ; Jump if count isn't reached
0066B24B  MOV EAX,DWORD PTR DS:[66BFFC]
0066B250  MOV DWORD PTR DS:[EAX+3A6DA],F4658B9D    ; Restore the original instruction at POPAD/RETN
0066B25A  MOV WORD PTR DS:[EAX+3A6DE],0C361
0066B263  POPFD                                    ; Restore the process context
0066B264  POPAD                                    ; Restore the process context
0066B265  POPFD                                    ; Execute the original POPFD instruction
0066B266  MOV ESP,DWORD PTR SS:[EBP-C]             ; Execute the original MOV ESP,... instruction
0066B269  MOV BYTE PTR SS:[ESP+2C],1     ; Apply the patch to keep the right access
0066B26E  POPAD                                    ; Execute the original POPAD instruction
0066B26F  RETN                                     ; Execute the original RETN (go into the API)
0066B270  POPFD                                ; Restore the process context
0066B271  POPAD                                    ; Restore the process context
0066B272  POPFD                                    ; Execute the original POPFD instruction
0066B273  MOV ESP,DWORD PTR SS:[EBP-C]             ; Execute the original MOV ESP,... instruction
0066B276  POPAD                                    ; Execute the original POPAD instruction
0066B277  RETN                                     ; Execute the original RETN (go back)

0066B278  PUSHAD                                   ; Cave 10 (Redirection for the MOV ...,ECX)
0066B279  PUSHFD
0066B27A  MOV EAX,DWORD PTR DS:[66BFF4]
0066B27F  DEC EAX
0066B280  MOV DWORD PTR DS:[66BFF4],EAX
0066B285  JNZ SHORT ASProtec.0066B298
0066B287  MOV BYTE PTR DS:[ECX+399],0              ; Patch the file mapping: fix the raw-size
0066B28E  MOV DWORD PTR DS:[ECX+D7146],14E9        ; Patch the file mapping: fix the first jump
0066B298  MOV EAX,DWORD PTR DS:[66BFFC]
0066B29D  MOV DWORD PTR DS:[EAX+15AD4],89F44D89
0066B2A7  MOV WORD PTR DS:[EAX+15AD8],0F855
0066B2B0  ADD EAX,15AD4
0066B2B5  MOV DWORD PTR DS:[66B2BD],EAX
0066B2BA  POPFD
0066B2BB  POPAD
0066B2BC  PUSH 0
0066B2C1  RETN

Ok, now I think that’s enough for now, try your way and let me know what is your idea, if
you’ve some target packed with the latest ASProtect release of let me know I’ll carry on some
study about it…

ThunderPwr

I would just say thanks to Madman He3cul3s, to all ARTeam friends,
and to Ricardo Narvaja / Cracks Latinos.

Of course thanks to you that are still alive at the end of this tutorial.


